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Summary

CVE CVE-2007-6017

State PUBLIC

Assigner PSIRT-CNA@flexerasoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-29 19:44:00 UTC

Updated 2011-03-08 03:01:00 UTC

Description The PVATLCalendar.PVCalendar.1 ActiveX control in pvcalendar.ocx in the scheduler component in the Media Server in Symantec Backup Exec for Windows Server (BEWS) 11d 11.0.6235 and 11.0.7170, and 12.0 12.0.1364, exposes the unsafe Save method, which allows remote attackers to cause a denial of service (browser crash), or create or overwrite arbitrary files, via string values of the (1) _DOWText0, (2) _DOWText1, (3) _DOWText2, (4) _DOWText3, (5) _DOWText4, (6) _DOWText5, (7) _DOWText6, (8) _MonthText0, (9) _MonthText1, (10) _MonthText2, (11) _MonthText3, (12) _MonthText4, (13) _MonthText5, (14) _MonthText6, (15) _MonthText7, (16) _MonthText8, (17) _MonthText9, (18) _MonthText10, and (19) _MonthText11 properties. NOTE: the vendor states "Authenticated user involvement required," but authentication is not needed to attack a client machine that loads this control.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Backup Exec For Windows Server 11d 11.0.6235 All All

Application Symantec Backup Exec For Windows Server 11d 11.0.7170 All All

Application Symantec Backup Exec For Windows Server 12.0 12.0.1364 All All

Application Symantec Backup Exec For Windows Server 11d 11.0.6235 All All

Application Symantec Backup Exec For Windows Server 11d 11.0.7170 All All

Application Symantec Backup Exec For Windows Server 12.0 12.0.1364 All All
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Symantec Backup Exec Calendar Control Multiple Vulnerabilities - Secunia Research - Secunia MISC

404 Not Found CONFIRM

Symantec Security Advisory SYM08-007: Multiple vulnerabilities in the Backup Exec 11d and 12.0 for Windows Servers scheduler CONFIRM

Symantec Backup Exec Scheduler ActiveX Control Multiple Arbitrary File Overwrite Vulnerabilities BID

Veritas Support | Veritas™ CONFIRM

Webmail - OVH VUPEN

Webmail - OVH VUPEN

404 Not Found CONFIRM
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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