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Summary

CVE CVE-2007-6033

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-20 02:46:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Invensys Wonderware InTouch 8.0 creates a NetDDE share with insecure permissions (Everyone/Full Control), which allows remote authenticated attackers, and possibly anonymous users, to execute arbitrary programs.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-732 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 9 AV:N/AC:L/Au:S/C:C/I:C/A:C

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2007-6033/mitre
https://cve.report/CVE-2007-6033/nist
https://cve.report/CVE-2007-6033/cve_org
https://cve.report/api/cve/CVE-2007-6033.json
https://cve.report/CVE-2007-6033.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wonderware Intouch 8.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Digital Bond » Wonderware InTouch 8.0 NetDDE Vulnerability - S4 Preview af854a3a-2127-422b-91ae-364da2661108

Wonderware Tech Alert 98 "Secure NetDDE use with InTouch version 8.0" is available af854a3a-2127-422b-91ae-364da2661108

US-CERT Vulnerability Note VU#138633 af854a3a-2127-422b-91ae-364da2661108

osvdb.org/42398 af854a3a-2127-422b-91ae-364da2661108

Invensys Wonderware InTouch Default Universal NetDDE Share Privilege Escalation Vulnerability af854a3a-2127-422b-91ae-364da2661108

Invensys Wonderware InTouch Insecure NetDDE Share Permissions Security Issue - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

High

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

Complete

Integrity

Complete

Availability

Complete

http://cve.report/vendor/wonderware
http://cve.report/software/wonderware/intouch
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.digitalbond.com/index.php/2007/11/19/wonderware-intouch-80-netdde-vulnerability-s4-preview/
http://pacwest.wonderware.com/web/News/NewsDetails.aspx?NewsThreadID=2&NewsID=201804
http://www.kb.cert.org/vuls/id/138633
http://osvdb.org/42398
http://www.securityfocus.com/bid/26496
http://secunia.com/advisories/27751
https://www.cve.org/CVERecord?id=CVE-2007-6033
https://nvd.nist.gov/vuln/detail/CVE-2007-6033


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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