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Summary

CVE CVE-2007-6110

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-23 20:46:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Cross-site scripting (XSS) vulnerability in htsearch in htdig 3.2.0b6 allows remote attackers to inject arbitrary web script or HTML via the sort parameter.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Htdig Htdig 3.2.0b6 All All All

Application Htdig Htdig 3.2.0b6 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-1429-1 htdig DEBIAN www.debian.org

Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

Red Hat update for htdig - Advisories - Secunia SECUNIA secunia.com

#453278 - CVE-2007-6110: XSS in htsearch - Debian Bug report logs CONFIRM bugs.debian.org

[SECURITY] Fedora Core 6 Update: htdig-3.2.0b6-9.fc6 FEDORA www.redhat.com

Fedora update for htdig - Advisories - Secunia SECUNIA secunia.com

SourceForge.net: ht://Dig: htdig-dev MISC sourceforge.net

ht://Dig Input Validation Hole in 'sort' Parameter Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK securitytracker.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Debian update for htdig - Advisories - Secunia SECUNIA secunia.com
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https://cve.report/CVE-2007-6110/mitre
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https://cve.report/api/cve/CVE-2007-6110.json
https://cve.report/CVE-2007-6110.pdf
http://cve.report/vendor/htdig
http://cve.report/software/htdig/htdig
http://cve.report/vendor/htdig
http://cve.report/software/htdig/htdig
http://www.debian.org/security/2007/dsa-1429
http://www.redhat.com/support/errata/RHSA-2007-1095.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11515
http://secunia.com/advisories/27890
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=453278
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00116.html
http://secunia.com/advisories/27850
http://sourceforge.net/mailarchive/forum.php?thread_name=200709251310.55835.mskibbe%2540suse.de&forum_name=htdig-dev
http://securitytracker.com/id?1019010
http://www.vupen.com/english/advisories/2007/4038
http://secunia.com/advisories/27965
http://secunia.com/advisories/28062


404 Page Not Found | SUSE SUSE www.novell.com

ht://Dig Htsearch Cross Site Scripting Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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