CVE-2007-6120

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2007-6120
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-23 20:46:00 UTC
Updated 2018-10-1521:50:00 UTC
Description The Bluetooth SDP dissector Wireshark (formerly Ethereal) 0.99.2 to 0.99.6 allows remote attackers to cause a denial of se

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ethereal Group Ethereal 0.10 All All All
Application Ethereal Group Ethereal 0.10.1 All All All
Application Ethereal Group Ethereal 0.10.10 All All All
Application Ethereal Group Ethereal 0.10.11 All All All
Application Ethereal Group Ethereal 0.10.12 All All All
Application Ethereal Group Ethereal 0.10.13 All All All
Application Ethereal Group Ethereal 0.10.14 All All All
Application Ethereal Group Ethereal 0.10.2 All All All
Application Ethereal Group Ethereal 0.10.3 All All All
Application Ethereal Group Ethereal 0.10.4 All All All
Application Ethereal Group Ethereal 0.10.5 All All All
Application Ethereal Group Ethereal 0.10.6 All All All
Application Ethereal Group Ethereal 0.10.7 All All All
Application Ethereal Group Ethereal 0.10.8 All All All
Application Ethereal Group Ethereal 0.10.9 All All All
Application Ethereal Group Ethereal 0.8.16 All All All
Application Ethereal Group Ethereal 0.8.17 All All All
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Application Wireshark Wireshark 0.99.4 All All All

Application Wireshark Wireshark 0.99.5 All All All
Application Wireshark Wireshark 0.99.6 All All All
Reference

Gentoo update for wireshark - Advisories - Secunia
issues.rpath.com/browse/RPL-1975

Wireshark 0.99.6 Multiple Remote Vulnerabilities

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

Red Hat update for wireshark - Advisories - Secunia

Wireshark Multiple Denial of Service Vulnerabilities - Advisories - Secunia
Fedora update for wireshark - Advisories - Secunia

Gentoo Bug 199958 - net-analyzer/wireshark < 0.99.7 Multiple vulnerabilities (CVE-2007-{6111,6112,6113,6114,6115,6116,6117,6118,6119,¢€
SecurityTracker.com Archives - Wireshark Wireshark MP3, DNP, SSL, ANSI MAP, Firebird/Interbase, NCP, HTTP, MEGACO, DCP ETSI, OS
Mandriva update for wireshark - Advisories - Secunia

Fedora update for wireshark - Advisories - Secunia

SUSE Update for Multiple Packages - Advisories - Secunia

Debian -- Security Information -- DSA-1414-1 wireshark

SecurityFocus

Red Hat update for wireshark - Advisories - Secunia

[security-announce] SUSE Security Summary Report SUSE-SR:2008:004
rPath update for tshark and wireshark - Advisories - Secunia

Wireshark: wnpa-sec-2007-03

mandriva.com

Support / Security / Advisories / / MDVSA-2008:001 | Mandriva

Gentoo Linux Documentation -- Wireshark: Multiple vulnerabilities

Debian update for wireshark - Advisories - Secunia

Repository / Oval Repository

Webmail - OVH

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora 8 Update: wireshark-0.99.7-2.fc8
Advisories:rPSA-2008-0004 - rPath Wiki

[SECURITY] Fedora 7 Update: wireshark-0.99.7-1.fc7

CVE Program record
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http://www.redhat.com/support/errata/RHSA-2008-0058.html
http://secunia.com/advisories/28564
http://secunia.com/advisories/27777
http://secunia.com/advisories/28197
http://bugs.gentoo.org/show_bug.cgi?id=199958
http://securitytracker.com/id?1018988
http://secunia.com/advisories/28325
http://secunia.com/advisories/28207
http://secunia.com/advisories/29048
http://www.debian.org/security/2007/dsa-1414
http://www.securityfocus.com/archive/1/485792/100/0/threaded
http://secunia.com/advisories/28583
http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00008.html
http://secunia.com/advisories/28304
http://www.wireshark.org/security/wnpa-sec-2007-03.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:1
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14802
http://www.vupen.com/english/advisories/2007/3956
http://www.redhat.com/support/errata/RHSA-2008-0059.html
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00606.html
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NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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