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Summary

CVE CVE-2007-6151

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-15 01:46:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description The isdn_ioctl function in isdn_common.c in Linux kernel 2.6.23 allows local users to cause a denial of service via a crafted ioctl struct in which iocts is not null terminated, which triggers a buffer overflow.

Risk And Classification

Problem Types: CWE-119 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.23 All All All

Operating System Linux Linux Kernel 2.6.23 All All All

References

Reference Source Link

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1479-1 linux-2.6 DEBIAN www.debian.org

Support / Security / Advisories / / MDVSA-2008:086 | Mandriva MANDRIVA www.mandriva.com

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Support REDHAT www.redhat.com

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

USN-574-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com
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http://www.redhat.com/support/errata/RHSA-2008-0787.html
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http://lists.opensuse.org/opensuse-security-announce/2008-02/msg00005.html
http://secunia.com/advisories/33280
http://www.ubuntu.com/usn/usn-574-1
http://secunia.com/advisories/28889


Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8 DEBIAN www.debian.org

VMware ESX Server update for Samba and vmnix - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:112 | Mandriva MANDRIVA www.mandriva.com

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Linux Kernel 'isdn_common.c' Local Buffer Overflow Vulnerability BID www.securityfocus.com

Debian update for linux-2.6 - Advisories - Secunia SECUNIA secunia.com

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20 SUSE lists.opensuse.org

kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.kernel.org

[Security-announce] VMSA-2008-00011 Updated ESX service console packages for Samba and vmnix MLIST lists.vmware.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Debian -- Security Information -- DSA-1503-1 kernel-source-2.4.27 DEBIAN www.debian.org

USN-578-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Repository / Oval Repository OVAL oval.cisecurity.org

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

kernel/git/torvalds/linux.git - Linux kernel source tree git.kernel.org

Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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