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Unspecified vulnerability in rsync before 3.0.0pre6, when running a writable rsync daemon, allows remote attackers to bypa
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Rsync Rsync 2.3.1 All All All
Rsync Rsync 23.2 All All All
Rsync Rsync 2.3.2_1.2alpha All All All
Rsync Rsync 2.3.2_1.2arm All All All
Rsync Rsync 2.3.2_1.2intel All All Al
Rsync Rsync 2.3.2_1.2m68k All All All
Rsync Rsync 2.3.2_1.2ppc All All All
Rsync Rsync 2.3.2_1.2sparc All All All
Rsync Rsync 23213 All All All
Rsync Rsync 24.0 All All All
Rsync Rsync 2.41 All All All
Rsync Rsync 243 All All All
Rsync Rsync 244 All All All
Rsync Rsync 245 All All All
Rsync Rsync 2.4.6 All All All
Rsync Rsync 2.4.8 All All All
Rsync Rsync 250 All All All
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Application Rsync Rsync 254 All All All
Application Rsync Rsync 255 All All All
Application Rsync Rsync 2.5.6 All All All
Application Rsync Rsync 257 All All All
Application Rsync Rsync 2.6 All All All
Application Rsync Rsync 2.6.1 All All All
Application Rsync Rsync 2.6.2 All All All
Application Rsync Rsync 2.6.5 All All All
Application Rsync Rsync 2.6.6 All All All
Application Rsync Rsync 2.6.7 All All All
Application Rsync Rsync 2.6.8 All All All
Application Rsync Rsync 2.6.9 All All All
Operating System Slackware Slackware Linux 10.0 All All All
Operating System Slackware Slackware Linux 10.1 All All All
Operating System Slackware Slackware Linux 10.2 All All All
Operating System Slackware Slackware Linux 11.0 All All All
Operating System Slackware Slackware Linux 12.0 All All All
Operating System Slackware Slackware Linux 8.1 All All All
Operating System Slackware Slackware Linux 9.0 All All All
Operating System Slackware Slackware Linux 9.1 All All All
Operating System Slackware Slackware Linux 10.0 All All All
Operating System Slackware Slackware Linux 10.1 All All All
Operating System Slackware Slackware Linux 10.2 All All All
Operating System Slackware Slackware Linux 11.0 All All All
Operating System Slackware Slackware Linux 12.0 All All All
Operating System Slackware Slackware Linux 8.1 All All All
Operating System Slackware Slackware Linux 9.0 All All All
Operating System Slackware Slackware Linux 9.1 All All All
Reference Source
[security-announce] SUSE Security Summary Report SUSE-SR:2008:001 SUSE
Advisories | Mandriva MANDRIVA
Rsync Daemon Excludes Multiple File Access Vulnerabilities BID
SecurityTracker.com Archives - Rsync Bugs Let Users Bypass Chroot and Exclude/Filter Access Controls SECTRACK
rPath update for rsync - Advisories - Secunia SECUNIA
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CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-12-06 Mark J Cox  Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com,
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There are currently no legacy QID mappings associated with this CVE.
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