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CVE CVE-2007-6210
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-04 01:46:00 UTC
Updated 2008-09-05 21:32:00 UTC
Description zabbix_agentd 1.1.4 in ZABBIX before 1.4.3 runs "UserParameter" scripts with gid 0, which might allow local users to gain |

Risk And Classification

Problem Types: CWE-16 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zabbix Zabbix Agentd 1.1.4 All All All
Application Zabbix Zabbix Agentd 1.1.4 All All All

References

1

Reference Source
[SECURITY] Fedora 7 Update: zabbix-1.4.2-3.fc7 FEDOR.
Debian update for zabbix - Advisories - Secunia SECUN
Debian -- Security Information -- DSA-1420-1 zabbix DEBIAN
UserCommands executed with gid set to root? - ZABBIX Forums CONFIF
[SECURITY] Fedora 8 Update: zabbix-1.4.2-4.fc8 FEDOR
Zabbix "UserParameter" Privilege Escalation Weakness - Advisories - Secunia SECUN
Fedora update for zabbix - Advisories - Secunia SECUN

#452682 - zabbix-agent runs as user 'zabbix' with gid=0 (root), configuring additional groups doesn't work - Debian Bug report logs  CONFIF

ZABBIX daemon_start Local Privilege Escalation Vulnerability BID
CVE Program record CVE.OF
NVD vulnerability detail NVD
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https://cve.report/CVE-2007-6210/mitre
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https://cve.report/api/cve/CVE-2007-6210.json
https://cve.report/CVE-2007-6210.pdf
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix_agentd
http://cve.report/vendor/zabbix
http://cve.report/software/zabbix/zabbix_agentd
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00196.html
http://secunia.com/advisories/27948
http://www.debian.org/security/2007/dsa-1420
http://www.zabbix.com/forum/showthread.php?t=8400
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00232.html
http://secunia.com/advisories/27903
http://secunia.com/advisories/27978
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=452682
http://www.securityfocus.com/bid/26680
https://www.cve.org/CVERecord?id=CVE-2007-6210
https://nvd.nist.gov/vuln/detail/CVE-2007-6210

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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