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Summary

CVE CVE-2007-6227

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-04 18:46:00 UTC

Updated 2018-10-15 21:51:00 UTC

Description QEMU 0.9.0 allows local users of a Windows XP SP2 guest operating system to overwrite the TranslationBlock (code_gen_buffer) buffer, and probably have unspecified other impacts related to an "overflow," via certain Windows executable programs, as demonstrated by qemu-dos.com.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 0.9.0 All All All

Application Qemu Qemu 0.9.0 All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

QEMU Translation Block Local Denial of Service Vulnerability BID www.securityfocus.com

KVM Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:162 | Mandriva MANDRIVA www.mandriva.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-12-11 Mark J Cox Xen and KVM, as shipped with Red Hat Enterprise Linux 5 by default use only peripheral device emulation of QEMU and are therefore not vulnerable to this issue.
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There are currently no legacy QID mappings associated with this CVE.
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