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Summary

CVE CVE-2007-6244

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-20 01:46:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Adobe Flash Player 9.x up to 9.0.48.0 and 8.x up to 8.0.35.0 allow remote attackers to inject arbitrary web script or HTML via (1) a SWF file that uses the asfunction: protocol or (2) the navigateToURL function when used with the Flash Player ActiveX Control in Internet Explorer.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player 8.0 All All All

Application Adobe Flash Player 9.0 All All All

Application Adobe Flash Player 8.0 All All All

Application Adobe Flash Player 9.0 All All All
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rhn.redhat.com | Red Hat Support
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[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20
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Red Hat update for flash-plugin - Advisories - Secunia
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US-CERT Vulnerability Note VU#758769
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Gentoo update for netscape-flash - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA07-355A -- Adobe Updates for Multiple Vulnerabilities
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IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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