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Summary

CVE CVE-2007-6246

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-20 01:46:00 UTC

Updated 2017-09-29 01:29:00 UTC

Description Adobe Flash Player 9.x up to 9.0.48.0, 8.x up to 8.0.35.0, and 7.x up to 7.0.70.0, when running on Linux, uses insecure permissions for memory, which might allow local users to gain privileges.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player All All All All

Operating System Linux Linux Kernel All All All All

Operating System Linux Linux Kernel All All All All

References

Reference

Gentoo Linux Documentation -- Adobe Flash Player: Multiple vulnerabilities

Adobe Flash Player Unspecified Privilege-Escalation Vulnerability

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

SecurityTracker.com Archives - Adobe Flash Player Bugs Let Remote Users Execute Arbitrary Code, Scan Ports, and Conduct HTTP Request Splitting and Cross-Site Scripting Attacks

[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Solaris update for Adobe Flash Player - Secunia Advisories - Vulnerability Intelligence - Secunia.com

238305

Red Hat update for flash-plugin - Advisories - Secunia

SUSE update for flash-player - Advisories - Secunia
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http://www.redhat.com/support/errata/RHSA-2007-1126.html
http://securitytracker.com/id?1019116
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Retired: Adobe Flash Player Multiple Security Vulnerabilities

Gentoo update for netscape-flash - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA07-355A -- Adobe Updates for Multiple Vulnerabilities

Adobe - Security Advisories : APSB07-20: Flash Player update available to address security vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Adobe Flash Player Multiple Vulnerabilities - Advisories - Secunia

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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