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CVE CVE-2007-6258
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-19 00:00:00 UTC
Updated 2022-02-03 19:43:00 UTC
Description Multiple stack-based buffer overflows in the legacy mod_jk2 2.0.3-DEV and earlier Apache module allow remote attackers t
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Mod Jk 2.0 All All All
Application Apache Mod Jk 2.0.1 All All All
Application Apache Mod Jk 2.0.2 All All All
Application Apache Mod Jk 2.0.3_dev All All All
Application Apache Software Foundation Mod Jk 2.0 All All All
Application Apache Software Foundation Mod Jk 2.0.1 All All All
Application Apache Software Foundation Mod Jk 2.0.2 All All All
Application Apache Software Foundation Mod Jk 2.0.3_dev All All All
Application Apache Software Foundation Mod Jk 2.0 All All All
Application Apache Software Foundation Mod Jk 2.0.1 All All All
Application Apache Software Foundation Mod Jk 2.0.2 All All All
Application Apache Software Foundation Mod Jk 2.0.3_dev All All All
Application F5 Big-ip 9.2.3.30 All All All
Application F5 Big-ip 9.2.3.30 All All All
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mod_jk2 v2.0.2 for Apache 2.0 Remote Buffer Overflow Exploit (win32) EXPLOIT-DB  www.exploit-db.com

Apache mod_jk2 Host Header Multiple Stack Based Buffer Overflow Vulnerabilities BID www.securityfocus.com  Patch
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN Www.vupen.com
www.ioactive.com/pdfs/mod_jk2.pdf MISC www.ioactive.com

Page not found | IOActive MISC www.ioactive.com

Multiple Buffer Overflows in Legacy mod_jk2 <= 2.0.3-DEV - CXSecurity.com SREASON securityreason.com

Apache Tomcat Connector jk2-2.0.2 (mod_jk2) Remote Overflow Exploit EXPLOIT-DB  www.exploit-db.com

SecurityFocus BUGTRAQ www.securityfocus.com

US-CERT Vulnerability Notes CERT-VN www.kb.cert.org Patch, US Go
CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an¢
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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