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Summary

CVE CVE-2007-6263

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-06 15:46:00 UTC

Updated 2009-09-15 05:09:00 UTC

Description The dataconn function in ftpd.c in netkit ftpd (netkit-ftpd) 0.17, when certain modifications to support SSL have been introduced, calls fclose on an uninitialized file stream, which allows remote attackers to cause a denial of service (daemon crash) and possibly have unspecified other impact via some types of FTP over SSL protocol behavior, as demonstrated by breaking a passive FTP DATA connection in a way that triggers an error in the server's SSL_accept function. NOTE: the netkit ftp issue is covered by CVE-2007-5769.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netkit-ftp Netkit Ftp 0.17 All All All

Application Netkit-ftp Netkit Ftp 0.17 All All All

References

Reference Source Link

netkit-ftpd dataconn() Uninitialized File Stream Memory Corruption Vulnerability BID www.securityfocus.com

'[Full-disclosure] netkit-ftpd/ftp uninitialized vulnerability' - MARC FULLDISC marc.info

Gentoo update for netkit-ftpd - Advisories - Secunia SECUNIA secunia.com

41191 OSVDB osvdb.org

Gentoo Bug 199206 - net-ftp/netkit-ftpd < 0.17-r7 fclose() on uninitialized streams (CVE-2007-{5769,6263}) MISC bugs.gentoo.org

Netkit FTP Server: Denial of Service (GLSA 200801-17) — Gentoo security GENTOO www.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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