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Summary

CVE CVE-2007-6273

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-07 11:46:00 UTC

Updated 2011-03-08 03:02:00 UTC

Description Multiple format string vulnerabilities in the configuration file in SonicWALL GLobal VPN Client 3.1.556 and 4.0.0.810 allow user-assisted remote attackers to execute arbitrary code via format string specifiers in the (1) Hostname tag or the (2) name attribute in the Connection tag. 

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sonicwall Global Vpn Client 3.1.556 All All All

Application Sonicwall Global Vpn Client 4.0.0.810 All All All

Application Sonicwall Global Vpn Client 3.1.556 All All All

Application Sonicwall Global Vpn Client 4.0.0.810 All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SonicWALL Global VPN Client Remote Format String Vulnerability BID www.securityfocus.com

SonicWALL Global VPN Client Configuration File Format String Vulnerability - Advisories - Secunia SECUNIA secunia.com

404 - Page not found! - SEC Consult MISC www.sec-consult.com

SonicWALL Format String Bug in Global VPN Client Lets Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

'SEC Consult SA-20071204-0 :: SonicWALL Global VPN Client Format' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2007-6273/mitre
https://cve.report/CVE-2007-6273/nist
https://cve.report/CVE-2007-6273/cve_org
https://cve.report/CVE-2007-6273.pdf
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_vpn_client
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_vpn_client
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_vpn_client
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/global_vpn_client
http://www.vupen.com/english/advisories/2007/4094
http://www.securityfocus.com/bid/26689
http://secunia.com/advisories/27917
http://www.sec-consult.com/305.html
http://www.securitytracker.com/id?1019038
http://marc.info/?l=bugtraq&m=119678272603064&w=2
https://www.cve.org/CVERecord?id=CVE-2007-6273
https://nvd.nist.gov/vuln/detail/CVE-2007-6273


There are currently no legacy QID mappings associated with this CVE.
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