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Summary

CVE CVE-2007-6277

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-07 11:46:00 UTC

Updated 2018-10-15 21:51:00 UTC

Description Multiple buffer overflows in Free Lossless Audio Codec (FLAC) libFLAC before 1.2.1 allow user-assisted remote attackers to execute arbitrary code via large (1) Metadata Block Size, (2) VORBIS Comment String Size, (3) Picture Metadata MIME-TYPE Size, (4) Picture Description Size, (5) Picture Data Length, (6) Padding Length, and (7) PICTURE Metadata width and height values in a .FLAC file, which result in a heap-based overflow; and large (8) VORBIS Comment String Size Length, (9) Picture MIME-Type, (10) Picture MIME-Type URL, and (11) Picture Description Length values in a .FLAC file, which result in a stack-based overflow. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flac Libflac All All All All

References

Reference Source

SecurityTracker.com Archives - FLAC Buffer Overflows, Double Free Errors, and Other Bugs Let Remote Users Execute Arbitrary Code SECTRACK

SecurityFocus BUGTRAQ

SecurityReason - Multiple Vulnerabilities In .FLAC File Format and Various Media Applications SREASON

Resources | BeyondTrust EEYE

US-CERT Vulnerability Note VU#544656 CERT-VN

Debian -- Security Information -- DSA-1469-1 flac DEBIAN

Repository / Oval Repository OVAL

Debian update for flac - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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