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CVE CVE-2007-6285
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-20 22:46:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The default configuration for autofs 5 (autofs5) in some Linux distributions, such as Red Hat Enterprise Linux (RHEL) 4 and

/ |

Risk And Classification

Primary CVSS: v2.0 6.2 from nvd@nist.gov
AV:L/AC:H/Au:N/C:C/I:.C/A:C

Problem Types: CWE-16 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Redhat Enterprise Linux 4.0 All All All


https://cve.report/
https://cve.report/CVE-2007-6285/mitre
https://cve.report/CVE-2007-6285/nist
https://cve.report/CVE-2007-6285/cve_org
https://cve.report/api/cve/CVE-2007-6285.json
https://cve.report/CVE-2007-6285.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux

Operating System Redhat

Enterprise Linux 5.0

All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a

affected n/a

Platforms

Not specified

References

Reference

rhn.redhat.com | Red Hat Support

autofs nodev Mount Option Privilege Escalation Vulnerability
Repository / Oval Repository

[SECURITY] Fedora 7 Update: autofs-5.0.1-31

autofs Lets Local Users Gain Elevated Privileges - Security Tracker
Fedora update for autofs - Advisories - Secunia

[SECURITY] Fedora 8 Update: autofs-5.0.2-24

Support / Security / Advisories / / MDVSA-2008:009 | Mandriva
rhn.redhat.com | Red Hat Support

Red Hat autofs "nodev" Security Bypass Vulnerability - Advisories - Secunia
IBM X-Force Exchange

osvdb.org/40442

CVE Program record

NVD vulnerability detail

/]

426218 — (CVE-2007-6285) CVE-2007-6285 autofs default doesn't set nodev in /net

Mandriva update for autofs - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://bugzilla.redhat.com/show_bug.cgi?id=426218
http://secunia.com/advisories/28456
http://rhn.redhat.com/errata/RHSA-2007-1177.html
http://www.securityfocus.com/bid/26970
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11457
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00732.html
http://securitytracker.com/id?1019137
http://secunia.com/advisories/28168
https://www.redhat.com/archives/fedora-package-announce/2007-December/msg00726.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:009
http://rhn.redhat.com/errata/RHSA-2007-1176.html
http://secunia.com/advisories/28156
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