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CVE CVE-2007-6286
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-12 01:00:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Apache Tomcat 5.5.11 through 5.5.25 and 6.0.0 through 6.0.15, when the native APR connector is used, does not properly

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 5.5.11 All All All


https://cve.report/
https://cve.report/CVE-2007-6286/mitre
https://cve.report/CVE-2007-6286/nist
https://cve.report/CVE-2007-6286/cve_org
https://cve.report/api/cve/CVE-2007-6286.json
https://cve.report/CVE-2007-6286.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat

Application Apache Tomcat 5.5.12 All All All
Application Apache Tomcat 5.5.13 All All All
Application Apache Tomcat 5.5.14 All All All
Application Apache Tomcat 5.5.15 All All All
Application Apache Tomcat 5.5.16 All All All
Application Apache Tomcat 5.5.17 All All All
Application Apache Tomcat 5.5.18 All All All
Application Apache Tomcat 5.5.19 All All All
Application Apache Tomcat 5.5.20 All All All
Application Apache Tomcat 5.5.21 All All All
Application Apache Tomcat 5.5.22 All All All
Application Apache Tomcat 5.5.23 All All All
Application Apache Tomcat 5.5.24 All All All
Application Apache Tomcat 5.5.25 All All All
Application Apache Tomcat 6.0.0 All All All
Application Apache Tomcat 6.0.1 All All All
Application Apache Tomcat 6.0.10 All All All
Application Apache Tomcat 6.0.11 All All All
Application Apache Tomcat 6.0.12 All All All
Application Apache Tomcat 6.0.13 All All All
Application Apache Tomcat 6.0.14 All All All
Application Apache Tomcat 6.0.15 All All All
Application Apache Tomcat 6.0.2 All All All
Application Apache Tomcat 6.0.3 All All All
Application Apache Tomcat 6.0.4 All All All
Application Apache Tomcat 6.0.5 All All All
Application Apache Tomcat 6.0.6 All All All
Application Apache Tomcat 6.0.7 All All All
Application Apache Tomcat 6.0.8 All All All
Application Apache Tomcat 6.0.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Fedora update for tomcat5 - Advisories - Secunia

SecurityFocus

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com
Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail - OVH

SecurityReason - Tomcat duplicate request processing vulnerability

Security Advisories | Mandriva Linux

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Pony Mail!

[SECURITY] Fedora 7 Update: tomcat5-5.5.26-1jpp.2.fc7

VMware ESX Server update for Tomcat and Java JRE - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Apache Tomcat Multiple Vulnerabilities - Advisories - Secunia

Tomcat: Multiple vulnerabilities — Gentoo Linux Documentation

Gentoo update for tomcat - Secunia Advisories - Vulnerability Intelligence - Secunia.com

[SECURITY] Fedora 8 Update: tomcat5-5.5.26-1jpp.2.fc8

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:004

SecurityFocus

About Security Update 2008-007

Apache Tomcat - Apache Tomcat 5 vulnerabilities

Pony Mail!

Apache Tomcat® - Apache Tomcat 6 vulnerabilities

About Secunia Research | Flexera

VMSA-2009-0016.1

APPLE-SA-2008-10-09 Security Update 2008-007

VMSA-2008-0010.3 - VMware

'[security bulletin] HPSBST02955 rev.1 - HP XP P9000 Performance Advisor Software, 3rd party Software' - MARC
Webmail - OVH

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!
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http://secunia.com/advisories/28878
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https://lists.apache.org/thread.html/06cfb634bc7bf37af7d8f760f118018746ad8efbd519c4b789ac9c2e@%253Cdev.tomcat.apache.org%253E
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-04-17 Joshua Bressers Not Vulnerable. Red Hat does not ship a version of Apache Tomcat that enables the native

4] |

Legacy QID Mappings

995517 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-qrj4-rmqgg-4hcp)
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