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Summary

CVE CVE-2007-6334

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-20 23:46:00 UTC

Updated 2018-10-15 21:52:00 UTC

Description Ingres 2.5 and 2.6 on Windows, as used in multiple CA products and possibly other products, assigns the privileges and identity of users to be the same as the first user, which allows remote attackers to gain privileges.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ingres Ingres 2.5 All All All

Application Ingres Ingres 2.6 All All All

Application Ingres Ingres 2.5 All All All

Application Ingres Ingres 2.6 All All All

Operating System Microsoft Windows Nt All All All All

Operating System Microsoft Windows Nt All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

Ingres Flawed In User Authentication Unauthorized Access Vulnerability BID www.securityfocus.com

supportconnectw.ca.com/public/ingres/infodocs/ingresmswin-secnot.asp CONFIRM supportconnectw.ca.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CA Products Ingres User Authentication Security Issue - Advisories - Secunia SECUNIA secunia.com

Ingres Database Grants Remote Users Access to the Database with the Incorrect Privileges - SecurityTracker SECTRACK www.securitytracker.com

39358 OSVDB www.osvdb.org
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Ingres Enterprise Relational Database Management System | Actian CONFIRM www.ingres.com

Ingres User Authentication Security Issue - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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