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Summary

CVE CVE-2007-6341

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-20 23:46:00 UTC

Updated 2018-10-03 21:51:00 UTC

Description Net/DNS/RR/A.pm in Net::DNS 0.60 build 654, as used in packages such as SpamAssassin and OTRS, allows remote attackers to cause a denial of service (program "croak") via a crafted DNS response.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Net Dns Net Dns 0.60 build_654 All All

Application Net Dns Net Dns 0.60 build_654 All All

References

Reference Source Link

USN-594-1: libnet-dns-perl vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

Perl Net::DNS DNS Response Remote Denial of Service Vulnerability BID www.securityfocus.com

Debian -- Security Information -- DSA-1515-1 libnet-dns-perl DEBIAN www.debian.org

SecurityTracker.com Archives - Net::DNS Bug in Processing DNS Response Packets Lets Remote Users Deny Service SECTRACK www.securitytracker.com

Ubuntu update for libnet-dns-perl - Advisories - Secunia SECUNIA secunia.com

Bug #30316 for Net-DNS: Security issue with Net::DNS::Resolver MISC rt.cpan.org

Debian update for libnet-dns-perl - Advisories - Secunia SECUNIA secunia.com

search.cpan.org/src/OLAF/Net-DNS-0.63/Changes CONFIRM search.cpan.org

Support / Security / Advisories / / MDVSA-2008:073 | Mandriva MANDRIVA www.mandriva.com

Perl Net::DNS Module DNS Response Denial of Service - Advisories - Secunia SECUNIA secunia.com

SecuriTeam ​ - Net::DNS Malformed Packet DoS MISC www.securiteam.com

Mandriva update for perl-Net-DNS - Advisories - Secunia SECUNIA secunia.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-01-07 Joshua Bressers Red Hat does not consider this flaw to be a security issue. For more information please see: https://bugzilla.redhat.com/show_bug.cgi?id=426437

There are currently no legacy QID mappings associated with this CVE.
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