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CVE CVE-2007-6350
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-14 20:46:00 UTC
Updated 2011-08-08 04:00:00 UTC
Description scponly 4.6 and earlier allows remote authenticated users to bypass intended restrictions and execute code by invoking dat

/ ]
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Risk And Classification

Problem Types: CWE-264 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Scponly Scponly 4.2 All All All
Application Scponly Scponly 4.3 All All All
Application Scponly Scponly 4.4 All All All
Application Scponly Scponly 4.5 All All All
Application Scponly Scponly 4.2 All All All
Application Scponly Scponly 4.3 All All All
Application Scponly Scponly 4.4 All All All
Application Scponly Scponly 4.5 All All All
Application Scponly Scponly All All All All
References
Reference Source
#437148 - "svn", "svnserve", "unison", "rsync" passthrough is unsafe - Debian Bug report logs CONFIRM
Fedora update for scponly - Secunia.com SECUNIA

Gentoo Bug 201726 - net-misc/scponly - svn, svnserve, unison and rsync passthrough is unsafe by design (CVE-2007-6350) CONFIRM
scponly Local Arbitrary Command Execution Weakness BID

Webmail - OVH VUPEN
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[SECURITY] Fedora 8 Update: scponly-4.6-10.fc8

scponly Command Passthrough Security Bypass - Advisories - Secunia
CVS Info for project scponly

Debian update for scponly - Advisories - Secunia

[SECURITY] Fedora 7 Update: scponly-4.6-10.fc7

44137

Debian -- Security Information -- DSA-1473-1 scponly

Scponly May Let Remote Authenticated Users Execute Arbitrary Commands - Security Tracker
Gentoo update for scponly - Advisories - Secunia

Gentoo Linux Documentation -- scponly: Multiple vulnerabilities
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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