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State

Assigner
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Published
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/

CVE-2007-6388

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2008-01-08 18:46:00 UTC

2024-02-02 16:16:00 UTC

Cross-site scripting (XSS) vulnerability in mod_status in the Apache HTTP Server 2.2.0 through 2.2.6, 2.0.35 through 2.0.6°

Risk And Classification

1|

Problem Types: CWE-79
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rhn.redhat.com | Red Hat Support

The Slackware Linux Project: Slackware Security Advisories
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Sun Solaris Apache Modules Cross-Site Scripting Vulnerabilities - Advisories - Secunia
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"[security bulletin] HPSBOV02683 SSRT090208 rev.1 - HP Secure Web Server (SWS) for OpenVMS running Ap' - MARC
rhn.redhat.com | Red Hat Support
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM notice: The page you requested cannot be displayed

SecurityReason - Apache (mod_status) Refresh Header - Open Redirector (XSS)
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httpd 1.3 vulnerabilities - The Apache HTTP Server Project

Slackware update for apache - Advisories - Secunia
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Fedora update for httpd - Secunia Advisories - Vulnerability Information - Secunia.com
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USN-575-1: Apache vulnerabilities | Ubuntu
www116.nortel.com/pub/repository/CLARIFY/DOCUMENT/2008/05/023342-01.pdf
Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
rhn.redhat.com | Red Hat Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

AN

RE

Ml

Ml

Ml

VL

Ml

M

RE

SL

Ml

SE

Hf

RE

Ml

VL

Al

SF

Ml

C(

SE

SE

Ut

C(

SE

RE

VL


http://www.vupen.com/english/advisories/2008/0986/references
https://lists.apache.org/thread.html/r5f9c22f9c28adbd9f00556059edc7b03a5d5bb71d4bb80257c0d34e4%2540%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2008-0008.html
https://lists.apache.org/thread.html/8d63cb8e9100f28a99429b4328e4e7cebce861d5772ac9863ba2ae6f%2540%253Ccvs.httpd.apache.org%253E
http://lists.vmware.com/pipermail/security-announce/2009/000062.html
https://lists.apache.org/thread.html/r9ea3538f229874c80a10af473856a81fbf5f694cd7f471cc679ba70b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r75cbe9ea3e2114e4271bbeca7aff96117b50c1b6eb7c4772b0337c1f@%253Ccvs.httpd.apache.org%253E
http://www.vupen.com/english/advisories/2008/1697
https://lists.apache.org/thread.html/r9e8622254184645bc963a1d47c5d47f6d5a36d6f080d8d2c43b2b142@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/8d63cb8e9100f28a99429b4328e4e7cebce861d5772ac9863ba2ae6f@%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/support/errata/RHSA-2008-0006.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.595748
https://lists.apache.org/thread.html/rdca61ae990660bacb682295f2a09d34612b7bb5f457577fe17f4d064@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r57608dc51b79102f3952ae06f54d5277b649c86d6533dcd6a7d201f7%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r476d175be0aaf4a17680ef98c5153b4d336eaef76fb2224cc94c463a%2540%253Ccvs.httpd.apache.org%253E
http://secunia.com/advisories/29988
https://lists.apache.org/thread.html/rb9c9f42dafa25d2f669dac2a536a03f2575bc5ec1be6f480618aee10%2540%253Ccvs.httpd.apache.org%253E
http://marc.info/?l=bugtraq&m=130497311408250&w=2
http://www.redhat.com/support/errata/RHSA-2008-0004.html
https://lists.apache.org/thread.html/r7dd6be4dc38148704f2edafb44a8712abaa3a2be120d6c3314d55919%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/5df9bfb86a3b054bb985a45ff9250b0332c9ecc181eec232489e7f79@%253Ccvs.httpd.apache.org%253E
http://www.vupen.com/english/advisories/2008/0554
http://www-1.ibm.com/support/docview.wss?uid=swg1PK63273
http://securityreason.com/securityalert/3541
https://lists.apache.org/thread.html/r476d175be0aaf4a17680ef98c5153b4d336eaef76fb2224cc94c463a@%253Ccvs.httpd.apache.org%253E
http://httpd.apache.org/security/vulnerabilities_13.html
http://secunia.com/advisories/28922
https://lists.apache.org/thread.html/r8828e649175df56f1f9e3919938ac7826128525426e2748f0ab62feb%2540%253Ccvs.httpd.apache.org%253E
http://secunia.com/advisories/28977
https://lists.apache.org/thread.html/rdca61ae990660bacb682295f2a09d34612b7bb5f457577fe17f4d064%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r2cb985de917e7da0848c440535f65a247754db8b2154a10089e4247b%2540%253Ccvs.httpd.apache.org%253E
http://www.ubuntu.com/usn/usn-575-1
http://www116.nortel.com/pub/repository/CLARIFY/DOCUMENT/2008/05/023342-01.pdf
http://secunia.com/advisories/29420
http://www.redhat.com/support/errata/RHSA-2008-0007.html
http://www.vupen.com/english/advisories/2008/0924/references

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

rhn.redhat.com | Red Hat Support

IBM HTTP Server Multiple Cross-Site Scripting Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityTracker.com Archives - Apache Input Validation Hole in mod_status Permits Cross-Site Scripting Attacks
US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities

httpd 2.2 vulnerabilities - The Apache HTTP Server Project

233623

Avaya Products httpd Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

Pony Mail!

Pony Mail!

Repository / Oval Repository

PK62966: Z/OS IBM HTTP SERVER FOR WEBSPHERE (POWERED BY APACHE) FIX PACK 6.1.0.17
rhn.redhat.com | Red Hat Support

Apache HTTP Server 2.2.6, 2.0.61 and 1.3.39 'mod_status' Cross-Site Scripting Vulnerability
ASA-2008-032 (RHSA-2008-0006)

[SECURITY] Fedora 8 Update: httpd-2.2.8-1.fc8

HP-UX update for Apache - Advisories - Secunia
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Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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rPath update for httpd - Advisories - Secunia
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Nortel: Technical Support: Nortel Response to Apache 1.3 and 2.0 Web Server Daemon Vulnerabilities
Pony Mail!

[security-announce] SUSE Security Announcement: Apache,Apache2 security

IBM HMC Apache Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IBM HTTP Server mod_imap and mod_status Cross-Site Scripting - Advisories - Secunia

SecurityFocus
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Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.2.8, 2.0.63 and 1.3.41: http://httpd.apache.org/security/vulnerak

-l

4] |

There are currently no legacy QID mappings associated with this CVE.
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