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Summary

CVE CVE-2007-6418

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-18 00:46:00 UTC

Updated 2008-11-15 07:04:00 UTC

Description The libdspam7-drv-mysql cron job in Debian GNU/Linux includes the MySQL dspam database password in a command line argument, which might allow local users to read the password by listing the process and its arguments.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux All All All All

Operating System Debian Debian Linux All All All All

References

Reference Source

44138 OSVDB

Security Advisory SA29059 - Debian update for dspam - Secunia SECUNIA

Debian -- Security Information -- DSA-1501-1 dspam DEBIAN

#448519 - libdspam7-drv-mysql: CVE-2007-6418 cron job may disclose dspam database password to users - Debian Bug report logs CONFIRM

DSPAM Debian 'libdspam7-drv-mysql' Cron Job MySQL Calls Local Information Disclosure Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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