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Summary

CVE CVE-2007-6420

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-12 00:46:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in the balancer-manager in mod_proxy_balancer for Apache HTTP Server 2.2.x allows remote attackers to gain privileges via unspecified vectors.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server - All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server - All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All
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Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP Server 2.2.9. http://httpd.apache.org/security/vulnerabilities_22.html

Mandriva 2008-03-12 Vincent Danen Mandriva ships mod_proxy_balancer but will not be issuing updates to correct this flaw as the security risk is quite low due to the fact that is not enabled by default, the at-risk user would have to be authenticated, and successful exploitation would be limited to a denial of service on the web server.

Red Hat 2008-01-24 Mark J Cox mod_proxy_balancer is shipped in Red Hat Enterprise Linux 5 and Red Hat Application Stack v2. We do not plan on correcting this issue as it poses a very low security risk: The balancer manager is not enabled by default, the user targeted by the CSRF would need to be authenticated, and the consequences of an exploit would be limited to a web server denial of service.

Legacy QID Mappings
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