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Summary

CVE CVE-2007-6427

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-18 23:00:00 UTC

Updated 2020-11-20 16:47:00 UTC

Description The XInput extension in X.Org Xserver before 1.4.1 allows context-dependent attackers to execute arbitrary code via requests related to byte swapping and heap corruption within multiple functions, a different vulnerability than CVE-2007-4990.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Fedoraproject Fedora 7 All All All

Operating System Fedoraproject Fedora 8 All All All

Operating System Fedoraproject Fedora 7 All All All
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Operating System Fedoraproject Fedora 7 All All All

Operating System Fedoraproject Fedora 8 All All All

Operating System Opensuse Opensuse 10.2 All All All

Operating System Opensuse Opensuse 10.3 All All All

Operating System Opensuse Opensuse 10.2 All All All

Operating System Opensuse Opensuse 10.3 All All All

Operating System Suse Linux 10.1 All All All

Operating System Suse Linux 10.1 All All All

Operating System Suse Linux Enterprise Desktop 10 - All All

Operating System Suse Linux Enterprise Desktop 10 sp1 All All

Operating System Suse Linux Enterprise Desktop 9 All All All

Operating System Suse Linux Enterprise Desktop 10 - All All

Operating System Suse Linux Enterprise Desktop 10 sp1 All All

Operating System Suse Linux Enterprise Desktop 9 All All All

Operating System Suse Linux Enterprise Server 10 sp1 All All

Operating System Suse Linux Enterprise Server 8 All All All

Operating System Suse Linux Enterprise Server 9 All All All

Operating System Suse Linux Enterprise Server 10 sp1 All All

Operating System Suse Linux Enterprise Server 8 All All All

Operating System Suse Linux Enterprise Server 9 All All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp1 All All

Operating System Suse Linux Enterprise Software Development Kit 10 sp1 All All

Operating System Suse Open Enterprise Server - All All All

Operating System Suse Open Enterprise Server - All All All

Application X.org X Server All All All All

Application X.org X Server All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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