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Summary

CVE CVE-2007-6451

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-19 22:46:00 UTC

Updated 2018-10-15 21:54:00 UTC

Description Unspecified vulnerability in the CIP dissector in Wireshark (formerly Ethereal) 0.9.14 to 0.99.6 allows remote attackers to cause a denial of service (crash) via unknown vectors that trigger allocation of large amounts of memory.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 0.9.14 All All All

Application Wireshark Wireshark 0.9.8 All All All

Application Wireshark Wireshark 0.99 All All All

Application Wireshark Wireshark 0.99.0 All All All

Application Wireshark Wireshark 0.99.1 All All All

Application Wireshark Wireshark 0.99.2 All All All

Application Wireshark Wireshark 0.99.3 All All All

Application Wireshark Wireshark 0.99.4 All All All

Application Wireshark Wireshark 0.99.5 All All All

Application Wireshark Wireshark 0.99.6 All All All

Application Wireshark Wireshark 0.9.14 All All All

Application Wireshark Wireshark 0.9.8 All All All

Application Wireshark Wireshark 0.99 All All All

Application Wireshark Wireshark 0.99.0 All All All

Application Wireshark Wireshark 0.99.1 All All All

Application Wireshark Wireshark 0.99.2 All All All

Application Wireshark Wireshark 0.99.3 All All All
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Application Wireshark Wireshark 0.99.3 All All All

Application Wireshark Wireshark 0.99.4 All All All

Application Wireshark Wireshark 0.99.5 All All All

Application Wireshark Wireshark 0.99.6 All All All

References
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Gentoo update for wireshark - Advisories - Secunia

issues.rpath.com/browse/RPL-1975
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rhn.redhat.com | Red Hat Support

Red Hat update for wireshark - Advisories - Secunia

Wireshark 0.99.6 Multiple Denial of Service Vulnerabilities

Wireshark Multiple Denial of Service Vulnerabilities - Advisories - Secunia

Gentoo Bug 199958 - net-analyzer/wireshark < 0.99.7 Multiple vulnerabilities (CVE-2007-{6111,6112,6113,6114,6115,6116,6117,6118,6119,6120,6121,6438,6439,6441,6450,6451})

Debian -- Security Information -- DSA-1446-1 wireshark
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Gentoo Linux Documentation -- Wireshark: Multiple vulnerabilities
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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