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CVE CVE-2007-6454
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-20 00:46:00 UTC
Updated 2018-10-15 21:54:00 UTC
Description Heap-based buffer overflow in the handshakeHTTP function in servhs.cpp in PeerCast 0.1217 and earlier, and SVN 344 ar
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Peercast Peercast 0.1211 All All All

Application Peercast Peercast 0.1212 All All All

Application Peercast Peercast 0.1215 All All All

Application Peercast Peercast All All All All

Application Peercast Peercast 0.1211 All All All

Application Peercast Peercast 0.1212 All All All

Application Peercast Peercast 0.1215 All All All

Application Peercast Peercast All All All All

Reference Source

#457300 - peercast: CVE-2007-6454 heap-based buffer overflow possibly leading to code execution - Debian Bug report logs  MISC

PeerCast "handshakeHTTP()" Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA
Debian update for peercast - Advisories - Secunia SECUNIA
Debian update for gnome-peercast - Advisories - Secunia SECUNIA
Gentoo Bug 202747 - media-sound/peercast < 0.1218 "handshakeHTTP()" Buffer Overflow (CVE-2007-6454) MISC

PeerCast HandshakeHTTP Multiple Buffer Overflow Vulnerabilities BID
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http://bugs.gentoo.org/show_bug.cgi?id=202747
http://www.securityfocus.com/bid/26899

IBM X-Force Exchange

aluigi.altervista.org/adv/peercasthof-adv.txt

Debian -- Security Information -- DSA-1583-1 gnome-peercast
Gentoo Linux Documentation -- PeerCast: Buffer overflow

Debian -- Security Information -- DSA-1441-1 peercast
SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Gentoo update for peercast - Advisories - Secunia

SecurityReason - Heap overflow in PeerCast 0.1217
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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