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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2007-6521

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2007-12-24 20:46:00 UTC

2017-08-08 01:29:00 UTC

Unspecified vulnerability in Opera before 9.25 allows remote attackers to execute arbitrary code via crafted TLS certificates

Risk And Classification

Problem Types: CWE-310 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)
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Applicaton upera upera srowser Y.ul All All All

Application Opera Opera Browser 9.02 All All All

Application Opera Opera Browser 9.10 All All All

Application Opera Opera Browser 9.12 All All All

Application Opera Opera Browser 9.20 All All All

Application Opera Opera Browser 9.20 betal All All

Application Opera Opera Browser 9.21 All All All

Application Opera Opera Browser 9.22 All All All

Application Opera Opera Browser 9.23 All All All

Application Opera Opera Browser All All All All

Reference Source Link

Opera Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
Gentoo Linux Documentation -- Opera: Multiple vulnerabilities GENTOO security.gentoo.or
Opera 9.25 for Linux Changelog CONFIRM www.opera.com
IBM X-Force Exchange XF exchange.xforce.i
Gentoo update for opera - Advisories - Secunia SECUNIA secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
Gentoo Bug 202770 - www-client/opera < 9.25 Multiple vulnerabilities (CVE-2007-{6520,6521,6522,6524}) MISC bugs.gentoo.org

Security Tracker.com Archives - Opera Bugs Permit Code Execution and Cross-Domain Scripting Attacks ~ SECTRACK  www.securitytrack

Opera 9.25 for Windows Changelog CONFIRM Www.opera.com
SUSE update for opera - Advisories - Secunia SECUNIA secunia.com
[security-announce] SUSE Security Announcement: Opera 9.25 (SUSE-SA:2008 SUSE lists.opensuse.or¢
Opera Web Browser Multiple Security Vulnerabilities BID www.securityfocu:
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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http://security.gentoo.org/glsa/glsa-200712-22.xml
http://www.opera.com/docs/changelogs/linux/925/
https://exchange.xforce.ibmcloud.com/vulnerabilities/39161
http://secunia.com/advisories/28290
http://www.vupen.com/english/advisories/2007/4261
http://bugs.gentoo.org/show_bug.cgi?id=202770
http://www.securitytracker.com/id?1019131
http://www.opera.com/docs/changelogs/windows/925/
http://secunia.com/advisories/28314
http://lists.opensuse.org/opensuse-security-announce/2008-01/msg00001.html
http://www.securityfocus.com/bid/26937
https://www.cve.org/CVERecord?id=CVE-2007-6521
https://nvd.nist.gov/vuln/detail/CVE-2007-6521
https://cve.report/
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