VE-2007-6524

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2007-6524
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-24 20:46:00 UTC
Updated 2018-10-15 21:54:00 UTC
Description Opera before 9.25 allows remote attackers to obtain potentially sensitive memory contents via a crafted bitmap (BMP) file, ¢

/ |

1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Opera Opera Browser 5.0 All All All
Application Opera Opera Browser 5.0 beta2 All All
Application Opera Opera Browser 5.0 beta3 All All
Application Opera Opera Browser 5.0 beta4 All All
Application Opera Opera Browser 5.0 beta5 All All
Application Opera Opera Browser 5.0 beta6 All All
Application Opera Opera Browser 5.0 beta7 All All
Application Opera Opera Browser 5.0 beta8 All All
Application Opera Opera Browser 5.02 All All All
Application Opera Opera Browser 5.10 All All All
Application Opera Opera Browser 5.11 All All All
Application Opera Opera Browser 5.12 All All All
Application Opera Opera Browser 6.0 All All All
Application Opera Opera Browser 6.0 betal All All
Application Opera Opera Browser 6.0 beta2 All All
Application Opera Opera Browser 6.0 tp1 All All
Application Opera Opera Browser 6.0 tp2 All All
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Application Opera Opera Browser 7.52 All All All
Application Opera Opera Browser 7.53 All All All
Application Opera Opera Browser 7.54 All All All
Application Opera Opera Browser 7.54 update1 All All
Application Opera Opera Browser 7.54 update2 All All
Application Opera Opera Browser 7.60 All All All
Application Opera Opera Browser 8.0 All All All
Application Opera Opera Browser 8.0 betal All All
Application Opera Opera Browser 8.0 beta2 All All
Application Opera Opera Browser 8.0 beta3 All All
Application Opera Opera Browser 8.01 All All All
Application Opera Opera Browser 8.02 All All All
Application Opera Opera Browser 8.50 All All All
Application Opera Opera Browser 8.51 All All All
Application Opera Opera Browser 8.52 All All All
Application Opera Opera Browser 8.53 All All All
Application Opera Opera Browser 8.54 All All All
Application Opera Opera Browser 9.0 All All All
Application Opera Opera Browser 9.0 betal All All
Application Opera Opera Browser 9.0 beta2 All All
Application Opera Opera Browser 9.01 All All All
Application Opera Opera Browser 9.02 All All All
Application Opera Opera Browser 9.10 All All All
Application Opera Opera Browser 9.12 All All All
Application Opera Opera Browser 9.20 All All All
Application Opera Opera Browser 9.20 betal All All
Application Opera Opera Browser 9.21 All All All
Application Opera Opera Browser 9.22 All All All
Application Opera Opera Browser 9.23 All All All
Application Opera Opera Browser All All All All
Reference Source Link
SecurityFocus BUGTRAQ  www.securityfocu

Opera Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
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http://www.securityfocus.com/archive/1/488264/100/0/threaded
http://secunia.com/advisories/28169

GErNoo0 LINnux vocuimerauor -- vperd. VIUILpIE vulnerapies

Advisory: Malformed bitmaps can reveal old data from random places in memory - Opera Knowledge Base
Opera 9.25 for Linux Changelog

42691

Bug 408076 — out of bounds read in BMP decoder can lead to information disclosure

Gentoo update for opera - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Opera BMP Handling Bug Lets Remote Users Access Portions of Kernel Memory - SecurityTracker

IBM X-Force Exchange

Gentoo Bug 202770 - www-client/opera < 9.25 Multiple vulnerabilities (CVE-2007-{6520,6521,6522,6524})
SecurityTracker.com Archives - Opera Bugs Permit Code Execution and Cross-Domain Scripting Attacks
Opera 9.25 for Windows Changelog

SUSE update for opera - Advisories - Secunia

[security-announce] SUSE Security Announcement: Opera 9.25 (SUSE-SA:2008

Opera Web Browser Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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