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AVNACLAUNCNLPAN Certain versions of Xfce from Xfce contain the following vulnerability:

Stack-based buffer overflow in the Panel (xfce4-panel) component in
Xfce before 4.4.2 might allow remote attackers to execute arbitrary
code via Launcher tooltips. NOTE: a second buffer overflow (over-
read) in the xfce_mkdirhier function was also reported, but it might not
be exploitable for a crash or code execution, so it is not a vulnerability.

CVE-2007-6531 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Gentoo Bug 201289 - xfce-base/libxfce4util < 4.4.1-r1 Buffer B3 MISC bugs.gentoo.org/show_bug.cgi?

overflow id=201289

Gentoo Linux Documentation -- Xfce: Multiple vulnerabilities B3 GENTOO GLSA-200801-06

Webmail : Solution de messagerie professionnelle - [ www.vupen.com | @ VUPEN ADV-2008-0080

OVHcloud- OVH
(@ OSVDB 43422

Xice - 4.4.2 @ CONFIRM
www.xfce.org/documentation/changelogs/4.4.2

Gentoo Bug 201293 - xfce-base/xfce4-panel < 4.4.1-r2 3 CONFIRM bugs.gentoo.org/show_bug.cgi?


https://cve.report/
https://cve.report/CVE-2007-6531/mitre
https://cve.report/CVE-2007-6531/nist
https://cve.report/CVE-2007-6531/cve_org
https://cve.report/CVE-2007-6531.pdf
http://cve.report/software/xfce/xfce
http://cve.report/vendor/xfce
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://bugs.gentoo.org/show_bug.cgi?id=201289
http://security.gentoo.org/glsa/glsa-200801-06.xml
http://www.vupen.com/english/advisories/2008/0080
http://osvdb.org/43422
http://www.xfce.org/documentation/changelogs/4.4.2

Launcher tooltips buffer overflow (CVE-2007-6531) text/html id=201293

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Xfce Xfce All All All All

cpe:2.3:a:xfce:xfce ™

No vendor comments have been submitted for this CVE
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