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Summary

CVE CVE-2007-6548

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-28 00:46:00 UTC

Updated 2018-10-15 21:55:00 UTC

Description Multiple direct static code injection vulnerabilities in RunCMS before 1.6.1 allow remote authenticated administrators to inject arbitrary PHP code via the (1) header and (2) footer parameters to modules/system/admin.php in a meta-generator action, (3) the disclaimer parameter to modules/system/admin.php in a disclaimer action, (4) the disclaimer parameter to modules/mydownloads/admin/index.php in a mydownloadsConfigAdmin action, (5) the disclaimer parameter to modules/newbb_plus/admin/forum_config.php, (6) the disclaimer parameter to modules/mylinks/admin/index.php in a myLinksConfigAdmin action, or (7) the intro parameter to modules/sections/admin/index.php in a secconfig action, which inject PHP sequences into (a) sections/cache/intro.php, (b) mylinks/cache/disclaimer.php, (c) mydownloads/cache/disclaimer.php, (d) newbb_plus/cache/disclaimer.php, (e) system/cache/disclaimer.php, (f) system/cache/footer.php, (g) system/cache/header.php, or (h) system/cache/maintenance.php in modules/.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Runcms Runcms All All All All

References

Reference Source Link Tags

41250 OSVDB osvdb.org

41248 OSVDB osvdb.org

RunCMS 1.6 Multiple Remote Vulnerabilities EXPLOIT-DB www.exploit-db.com

SecurityReason - Multiple vulnerabilities in RUNCMS 1.6 SREASON securityreason.com

Страница не найдена ⋆ CONFIRM www.runcms.org

41251 OSVDB osvdb.org

RunCMS Multiple Input Validation Vulnerabilities BID www.securityfocus.com Exploit, Patch

41247 OSVDB osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

41249 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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https://cve.report/CVE-2007-6548/mitre
https://cve.report/CVE-2007-6548/nist
https://cve.report/CVE-2007-6548/cve_org
https://cve.report/api/cve/CVE-2007-6548.json
https://cve.report/CVE-2007-6548.pdf
http://cve.report/vendor/runcms
http://cve.report/software/runcms/runcms
http://osvdb.org/41250
http://osvdb.org/41248
https://www.exploit-db.com/exploits/4790
http://securityreason.com/securityalert/3493
http://www.runcms.org/modules/mydownloads/singlefile.php?lid=131
http://osvdb.org/41251
http://www.securityfocus.com/bid/27019
http://osvdb.org/41247
http://www.securityfocus.com/archive/1/485512/100/0/threaded
http://osvdb.org/41249
https://www.cve.org/CVERecord?id=CVE-2007-6548
https://nvd.nist.gov/vuln/detail/CVE-2007-6548


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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