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Certain versions of Firefox from Mozilla contain the following
vulnerability:

The jar protocol handler in Mozilla Firefox before 2.0.0.10 and
SeaMonkey before 1.1.7 does not update the origin domain when
retrieving the inner URL parameter yields an HTTP redirect, which
allows remote attackers to conduct cross-site scripting (XSS) attacks
via a jar: URI, a different vulnerability than CVE-2007-5947.

CVSS2 Score: 4.3 - MEDIUM
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NONE PARTIAL NONE

CVE References

Description Tags Link

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 43477

beford.org » Firefox jar: Protocol Vulnerability blog.beford.org

text/html

 MISC blog.beford.org/?p=8

369814 – jar: protocol is an XSS hazard due to ignoring
mime type and being considered same-origin with
hosting site

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=369814

MFSA 2007-37: jar: URI scheme XSS hazard www.mozilla.org

text/html

 CONFIRM
www.mozilla.org/security/announce/2007/mfsa2007-
37.html

Webmail : Solution de messagerie professionnelle - www.vupen.com  VUPEN ADV-2008-0083

CVE-2007-6589 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2007-6589/mitre
https://cve.report/CVE-2007-6589/nist
https://cve.report/CVE-2007-6589/cve_org
https://cve.report/CVE-2007-6589.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://osvdb.org/43477
http://blog.beford.org/?p=8
https://bugzilla.mozilla.org/show_bug.cgi?id=369814
http://www.mozilla.org/security/announce/2007/mfsa2007-37.html


← Previous ID Next ID→

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2008-0083

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:6033

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running
Firefox, Remote Unauthorized Access or Elevation of
Privileges or Denial of Service (DoS) - c00771742 - HP
Business Support Center

web.archive.org

text/html

Inactive Link Not Archived

 HP SSRT061181

Bug 403331 – Sort out jar: behavior on HTTP redirects bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=403331

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

No vendor comments have been submitted for this CVE
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