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CVE CVE-2007-6596
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-12-31 19:46:00 UTC
Updated 2018-10-15 21:55:00 UTC
Description ClamAYV 0.92 does not recognize Base64 UUEncoded archives, which allows remote attackers to bypass the scanner via a
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Clam Anti-virus Clamav 0.92 All All All
Application Clam Anti-virus Clamav 0.92 All All All
Reference Source Link
[security-announce] SUSE Security Announcement: clamav (SUSE-SA:2008:024 SUSE lists.opensuse.org
SecurityReason - Multiple vulnerabilities in ClamAV SREASON  securityreason.com

Clam AntiVirus Unsafe File Access Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

SecurityFocus BUGTRAQ  www.securityfocus.com
SUSE update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.c
ClamAV Multiple Insecure File Handling and Scanner Bypass Vulnerabilities BID www.securityfocus.com
CVE Program record CVE.ORG Www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2007-6596/mitre
https://cve.report/CVE-2007-6596/nist
https://cve.report/CVE-2007-6596/cve_org
https://cve.report/CVE-2007-6596.pdf
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://lists.opensuse.org/opensuse-security-announce/2008-04/msg00009.html
http://securityreason.com/securityalert/3501
http://www.securitytracker.com/id?1019148
http://www.securityfocus.com/archive/1/485631/100/0/threaded
http://secunia.com/advisories/29891
https://exchange.xforce.ibmcloud.com/vulnerabilities/39337
http://www.securityfocus.com/bid/27064
https://www.cve.org/CVERecord?id=CVE-2007-6596
https://nvd.nist.gov/vuln/detail/CVE-2007-6596

There are currently no legacy QID mappings associated with this CVE.
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