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Summary

CVE CVE-2007-6598

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-04 02:46:00 UTC

Updated 2018-10-15 21:55:00 UTC

Description Dovecot before 1.0.10, with certain configuration options including use of %variables, does not properly maintain the LDAP+auth cache, which might allow remote authenticated users to login as a different user who has the same password.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dovecot Dovecot All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

rPath update for dovecot - Advisories - Secunia SECUNIA secunia.com

39876 OSVDB osvdb.org

USN-567-1: Dovecot vulnerability | Ubuntu UBUNTU www.ubuntu.com

Debian update for dovecot - Advisories - Secunia SECUNIA secunia.com

issues.rpath.com/browse/RPL-2076 CONFIRM issues.rpath.com

Debian -- Security Information -- DSA-1457-1 dovecot DEBIAN www.debian.org

Red Hat update for dovecot - Advisories - Secunia SECUNIA secunia.com

SUSE update for dovecot and graphicsmagic - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[Dovecot-news] Security hole #4: Specific LDAP + auth cache configuration may mix up user logins MLIST dovecot.org

Repository / Oval Repository OVAL oval.cisecurity.org

Dovecot LDAP Auth Cache Security Bypass - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2007-6598/mitre
https://cve.report/CVE-2007-6598/nist
https://cve.report/CVE-2007-6598/cve_org
https://cve.report/api/cve/CVE-2007-6598.json
https://cve.report/CVE-2007-6598.pdf
http://cve.report/vendor/dovecot
http://cve.report/software/dovecot/dovecot
http://www.securityfocus.com/archive/1/485787/100/0/threaded
http://secunia.com/advisories/28227
http://osvdb.org/39876
http://www.ubuntu.com/usn/usn-567-1
http://secunia.com/advisories/28404
https://issues.rpath.com/browse/RPL-2076
http://www.debian.org/security/2008/dsa-1457
http://secunia.com/advisories/30342
http://secunia.com/advisories/32151
http://dovecot.org/list/dovecot-news/2007-December/000057.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10458
http://secunia.com/advisories/28271
http://www.securityfocus.com/archive/1/485779/100/0/threaded


Dovecot Authentication Cache Security Bypass Vulnerability BID www.securityfocus.com

Ubuntu update for dovecot - Advisories - Secunia SECUNIA secunia.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:020 SUSE lists.opensuse.org

[Dovecot-news] v1.0.10 released MLIST dovecot.org

Webmail - OVH VUPEN www.vupen.com

Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-05-21 Joshua Bressers This issue did not affect versions of Dovecot as shipped with Red Hat Enterprise Linux before version 5. An update to Red Hat Enterprise Linux 5 was released to correct this issue: https://rhn.redhat.com/errata/RHSA-2008-0297.html

There are currently no legacy QID mappings associated with this CVE.
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