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Summary

CVE CVE-2007-6599

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-04 02:46:00 UTC

Updated 2018-10-26 14:18:00 UTC

Description Race condition in fileserver in OpenAFS 1.3.50 through 1.4.5 and 1.5.0 through 1.5.27 allows remote attackers to cause a denial of service (daemon crash) by simultaneously acquiring and giving back file callbacks, which causes the handler for the GiveUpAllCallBacks RPC to perform linked-list operations without the host_glock lock.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Openafs Openafs All All All All

Application Openafs Openafs All All All All

References

Reference Source Link

Gentoo Linux Documentation -- OpenAFS: Denial of Service GENTOO security.gentoo.org

Debian -- Security Information -- DSA-1458-1 openafs DEBIAN www.debian.org

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:207 | Mandriva MANDRIVA www.mandriva.com

Debian update for openafs - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

Gentoo update for openafs - Secunia.com SECUNIA secunia.com

[OpenAFS-announce] OpenAFS Security Advisory 2007-003: denial of service in OpenAFS fileserver MLIST lists.openafs.org
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OpenAFS CONFIRM www.openafs.org

Security Announcement SUSE www.novell.com

OpenAFS File Server Denial of Service Vulnerability - Advisories - Secunia SECUNIA secunia.com

OpenAFS Fileserver Denial of Service Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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