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Summary

CVE CVE-2007-6600

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-09 21:46:00 UTC

Updated 2018-10-15 21:55:00 UTC

Description PostgreSQL 8.2 before 8.2.6, 8.1 before 8.1.11, 8.0 before 8.0.15, 7.4 before 7.4.19, and 7.3 before 7.3.21 uses superuser privileges instead of table owner privileges for (1) VACUUM and (2) ANALYZE operations within index functions, and supports (3) SET ROLE and (4) SET SESSION AUTHORIZATION within index functions, which allows remote authenticated users to gain privileges.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Postgresql Postgresql 7.3 All All All

Application Postgresql Postgresql 7.3.1 All All All

Application Postgresql Postgresql 7.3.10 All All All

Application Postgresql Postgresql 7.3.11 All All All

Application Postgresql Postgresql 7.3.12 All All All

Application Postgresql Postgresql 7.3.13 All All All

Application Postgresql Postgresql 7.3.14 All All All

Application Postgresql Postgresql 7.3.15 All All All

Application Postgresql Postgresql 7.3.16 All All All

Application Postgresql Postgresql 7.3.17 All All All

Application Postgresql Postgresql 7.3.18 All All All

Application Postgresql Postgresql 7.3.19 All All All

Application Postgresql Postgresql 7.3.2 All All All

Application Postgresql Postgresql 7.3.3 All All All

Application Postgresql Postgresql 7.3.4 All All All

Application Postgresql Postgresql 7.3.5 All All All

Application Postgresql Postgresql 7.3.6 All All All
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Application Postgresql Postgresql 7.3.6 All All All

Application Postgresql Postgresql 7.3.7 All All All

Application Postgresql Postgresql 7.3.8 All All All

Application Postgresql Postgresql 7.3.9 All All All

Application Postgresql Postgresql 7.4 All All All

Application Postgresql Postgresql 7.4.1 All All All

Application Postgresql Postgresql 7.4.10 All All All

Application Postgresql Postgresql 7.4.11 All All All

Application Postgresql Postgresql 7.4.12 All All All

Application Postgresql Postgresql 7.4.13 All All All

Application Postgresql Postgresql 7.4.14 All All All

Application Postgresql Postgresql 7.4.16 All All All

Application Postgresql Postgresql 7.4.17 All All All

Application Postgresql Postgresql 7.4.18 All All All

Application Postgresql Postgresql 7.4.2 All All All

Application Postgresql Postgresql 7.4.3 All All All

Application Postgresql Postgresql 7.4.4 All All All

Application Postgresql Postgresql 7.4.5 All All All

Application Postgresql Postgresql 7.4.6 All All All

Application Postgresql Postgresql 7.4.7 All All All

Application Postgresql Postgresql 7.4.8 All All All

Application Postgresql Postgresql 7.4.9 All All All

Application Postgresql Postgresql 8.0 All All All

Application Postgresql Postgresql 8.0.0 All All All

Application Postgresql Postgresql 8.0.1 All All All

Application Postgresql Postgresql 8.0.10 All All All

Application Postgresql Postgresql 8.0.11 All All All

Application Postgresql Postgresql 8.0.12 All All All

Application Postgresql Postgresql 8.0.13 All All All

Application Postgresql Postgresql 8.0.14 All All All

Application Postgresql Postgresql 8.0.2 All All All

Application Postgresql Postgresql 8.0.3 All All All

Application Postgresql Postgresql 8.0.4 All All All

Application Postgresql Postgresql 8.0.5 All All All

Application Postgresql Postgresql 8.0.6 All All All

Application Postgresql Postgresql 8.0.7 All All All
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Application Postgresql Postgresql 8.0.8 All All All

Application Postgresql Postgresql 8.0.9 All All All

Application Postgresql Postgresql 8.1.1 All All All

Application Postgresql Postgresql 8.1.10 All All All

Application Postgresql Postgresql 8.1.2 All All All

Application Postgresql Postgresql 8.1.3 All All All

Application Postgresql Postgresql 8.1.4 All All All

Application Postgresql Postgresql 8.1.5 All All All

Application Postgresql Postgresql 8.1.6 All All All

Application Postgresql Postgresql 8.1.7 All All All

Application Postgresql Postgresql 8.1.8 All All All

Application Postgresql Postgresql 8.1.9 All All All

Application Postgresql Postgresql 8.2 All All All

Application Postgresql Postgresql 8.2.1 All All All

Application Postgresql Postgresql 8.2.2 All All All

Application Postgresql Postgresql 8.2.3 All All All

Application Postgresql Postgresql 8.2.4 All All All

Application Postgresql Postgresql 8.2.5 All All All

Application Postgresql Postgresql 7.3 All All All

Application Postgresql Postgresql 7.3.1 All All All

Application Postgresql Postgresql 7.3.10 All All All

Application Postgresql Postgresql 7.3.11 All All All

Application Postgresql Postgresql 7.3.12 All All All

Application Postgresql Postgresql 7.3.13 All All All

Application Postgresql Postgresql 7.3.14 All All All

Application Postgresql Postgresql 7.3.15 All All All

Application Postgresql Postgresql 7.3.16 All All All

Application Postgresql Postgresql 7.3.17 All All All

Application Postgresql Postgresql 7.3.18 All All All

Application Postgresql Postgresql 7.3.19 All All All

Application Postgresql Postgresql 7.3.2 All All All

Application Postgresql Postgresql 7.3.3 All All All

Application Postgresql Postgresql 7.3.4 All All All

Application Postgresql Postgresql 7.3.5 All All All

Application Postgresql Postgresql 7.3.6 All All All

Application Postgresql Postgresql 7.3.7 All All All
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Application Postgresql Postgresql 7.3.7 All All All

Application Postgresql Postgresql 7.3.8 All All All

Application Postgresql Postgresql 7.3.9 All All All

Application Postgresql Postgresql 7.4 All All All

Application Postgresql Postgresql 7.4.1 All All All

Application Postgresql Postgresql 7.4.10 All All All

Application Postgresql Postgresql 7.4.11 All All All

Application Postgresql Postgresql 7.4.12 All All All

Application Postgresql Postgresql 7.4.13 All All All

Application Postgresql Postgresql 7.4.14 All All All

Application Postgresql Postgresql 7.4.16 All All All

Application Postgresql Postgresql 7.4.17 All All All

Application Postgresql Postgresql 7.4.18 All All All

Application Postgresql Postgresql 7.4.2 All All All

Application Postgresql Postgresql 7.4.3 All All All

Application Postgresql Postgresql 7.4.4 All All All

Application Postgresql Postgresql 7.4.5 All All All

Application Postgresql Postgresql 7.4.6 All All All

Application Postgresql Postgresql 7.4.7 All All All

Application Postgresql Postgresql 7.4.8 All All All

Application Postgresql Postgresql 7.4.9 All All All

Application Postgresql Postgresql 8.0 All All All

Application Postgresql Postgresql 8.0.0 All All All

Application Postgresql Postgresql 8.0.1 All All All

Application Postgresql Postgresql 8.0.10 All All All

Application Postgresql Postgresql 8.0.11 All All All

Application Postgresql Postgresql 8.0.12 All All All

Application Postgresql Postgresql 8.0.13 All All All

Application Postgresql Postgresql 8.0.14 All All All

Application Postgresql Postgresql 8.0.2 All All All

Application Postgresql Postgresql 8.0.3 All All All

Application Postgresql Postgresql 8.0.4 All All All

Application Postgresql Postgresql 8.0.5 All All All

Application Postgresql Postgresql 8.0.6 All All All

Application Postgresql Postgresql 8.0.7 All All All

Application Postgresql Postgresql 8.0.8 All All All
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Application Postgresql Postgresql 8.0.9 All All All

Application Postgresql Postgresql 8.1.1 All All All

Application Postgresql Postgresql 8.1.10 All All All

Application Postgresql Postgresql 8.1.2 All All All

Application Postgresql Postgresql 8.1.3 All All All

Application Postgresql Postgresql 8.1.4 All All All

Application Postgresql Postgresql 8.1.5 All All All

Application Postgresql Postgresql 8.1.6 All All All

Application Postgresql Postgresql 8.1.7 All All All

Application Postgresql Postgresql 8.1.8 All All All

Application Postgresql Postgresql 8.1.9 All All All

Application Postgresql Postgresql 8.2 All All All

Application Postgresql Postgresql 8.2.1 All All All

Application Postgresql Postgresql 8.2.2 All All All

Application Postgresql Postgresql 8.2.3 All All All

Application Postgresql Postgresql 8.2.4 All All All

Application Postgresql Postgresql 8.2.5 All All All

References

Reference Source

Red Hat update for postgresql - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

103197 SUNALERT

IBM X-Force Exchange XF

[SECURITY] Fedora 7 Update: postgresql-8.2.6-1.fc7 FEDORA

Sun Solaris 10 PostgreSQL Multiple Vulnerabilities - Advisories - Secunia SECUNIA

rPath update for postgresql and postgresql-server - Advisories - Secunia SECUNIA

SSRT080006 HP

Gentoo Linux Documentation -- PostgreSQL: Multiple vulnerabilities GENTOO

SecurityFocus BUGTRAQ

PostgreSQL: News: 2008-01-07 Cumulative Security Update Release CONFIRM

Webmail - OVH VUPEN

Support REDHAT

SUSE update for postgresql - Advisories - Secunia SECUNIA

Debian update for postgresql - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1463-1 postgresql-7.4 DEBIAN
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http://sunsolve.sun.com/search/document.do?assetkey=1-26-103197-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/39496
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00469.html
http://secunia.com/advisories/28437
http://secunia.com/advisories/28455
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01420154
http://security.gentoo.org/glsa/glsa-200801-15.xml
http://www.securityfocus.com/archive/1/485864/100/0/threaded
http://www.postgresql.org/about/news.905
http://www.vupen.com/english/advisories/2008/0061
http://www.redhat.com/support/errata/RHSA-2008-0040.html
http://secunia.com/advisories/28698
http://secunia.com/advisories/28454


Debian -- Security Information -- DSA-1463-1 postgresql-7.4 DEBIAN

Support / Security / Advisories / / MDVSA-2008:004 | Mandriva MANDRIVA

[security-announce] SUSE Security Announcement: PostgreSQL security issu SUSE

USN-568-1: PostgreSQL vulnerabilities | Ubuntu security notices UBUNTU

[SECURITY] Fedora 8 Update: postgresql-8.2.6-1.fc8 FEDORA

rhn.redhat.com | Red Hat Support REDHAT

Red Hat update for postgresql - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

PostgreSQL Multiple Privilege Escalation and Denial of Service Vulnerabilities BID

200559 SUNALERT

SecurityTracker.com Archives - PostgreSQL Bugs Let Remote Authenticated Users Deny Service and Obtain Elevated Privileges SECTRACK

Ubuntu update for postgresql - Advisories - Secunia SECUNIA

HP Internet Express for Tru64 UNIX Multiple PostgreSQL Vulnerabilities - Advisories - Secunia SECUNIA

Support | Red Hat REDHAT

Fedora update for postgresql - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

PostgreSQL Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Gentoo update for postgresql - Advisories - Secunia SECUNIA

Debian update for postgresql-7.4 - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1460-1 postgresql-8.1 DEBIAN

issues.rpath.com/browse/RPL-1768 CONFIRM

Mandriva update for postgresql - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Webmail - OVH VUPEN

Webmail - OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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