
CVE-2007-6610
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-6610

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-03 20:46:00 UTC

Updated 2008-11-15 05:00:00 UTC

Description unp 1.0.12, and other versions before 1.0.14, does not properly escape file names, which might allow context-dependent attackers to execute arbitrary commands via shell metacharacters in a filename argument. NOTE: this might only be a vulnerability when unp is invoked by a third party product.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Debian Unp All All All All

References

Reference Source Link

unp File Name Handling Command Injection - Advisories - Secunia SECUNIA secunia.com

Gentoo Bug 203106 - app-arch/unp < 1.0.13 Insufficient escaping of shell meta characters (CVE-2007-6610) CONFIRM bugs.gentoo.org

#448437 - unp: Incomplete filename escaping - Debian Bug report logs CONFIRM bugs.debian.org

42759 OSVDB osvdb.org

Gentoo update for unp - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- unp: Arbitrary command execution GENTOO security.gentoo.org

'unp' File Name Remote Arbitrary Shell Command Injection Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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