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Summary

CVE CVE-2007-6613

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-03 22:46:00 UTC

Updated 2017-08-08 01:29:00 UTC

Description Stack-based buffer overflow in the print_iso9660_recurse function in iso-info (src/iso-info.c) in GNU Compact Disc Input and Control Library (libcdio) 0.79 and earlier allows context-dependent attackers to cause a denial of service (core dump) and possibly execute arbitrary code via a disk or image that contains a long joilet file name.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Libcdio All All All All

References

Reference Source Link

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[security-announce] SUSE Security Summary Report SUSE-SR:2008:005 SUSE lists.opensuse.org

Bug 427197 – CVE-2007-6613 libcdio: long Joliet file name buffer overflow CONFIRM bugzilla.redhat.com

USN-580-1: libcdio vulnerability | Ubuntu UBUNTU www.ubuntu.com

'libcdio' GNU Compact Disc Input and Control Library Buffer Overflow Vulnerabilities BID www.securityfocus.com

Ubuntu update for libcdio - Advisories - Secunia SECUNIA secunia.com

Mandriva update for libcdio - Advisories - Secunia SECUNIA secunia.com

libcdio cd-info/iso-info Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2008:037 | Mandriva MANDRIVA www.mandriva.com

Gentoo Linux Documentation -- libcdio: User-assisted execution of arbitrary code GENTOO security.gentoo.org

Gentoo update for libcdio - Advisories - Secunia SECUNIA secunia.com

Webmail- OVH VUPEN www.vupen.com
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Gentoo Bug 203777 - dev-libs/libcdio < 0.78.2-r4 Buffer overflow via long filename in Joliet (CVE-2007-6613) CONFIRM bugs.gentoo.org

[Libcdio-devel] buffer overrun in cd-info and iso-info and a release? MLIST lists.gnu.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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