
CVE-2007-6631
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2007-6631

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-04 00:46:00 UTC

Updated 2018-10-15 21:55:00 UTC

Description Multiple buffer overflows in LScube libnemesi 0.6.4-rc1 and earlier allow remote attackers to execute arbitrary code via (1) a reply that begins with a long version string, which triggers an overflow in handle_rtsp_pkt in rtsp_handlers.c; long headers that trigger overflows in (2) send_pause_request, (3) send_play_request, (4) send_setup_request, or (5) send_teardown_request in rtsp_send.c, as demonstrated by the Content-Base header; or a long Transport header, which triggers an overflow in (6) get_transport_str_sctp, (7) get_transport_str_tcp, or (8) get_transport_str_udp in rtsp_transport.c.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lscube Libnemesi All All All All

References

Reference Source Link Tags

42821 OSVDB osvdb.org

SecurityReason - Multiple vulnerabilities in libnemesi 0.6.4-rc1 SREASON securityreason.com

aluigi.altervista.org/adv/libnemesibof-adv.txt MISC aluigi.altervista.org

Direct Link MISC aluigi.org

SecurityFocus BUGTRAQ www.securityfocus.com

42820 OSVDB osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Libnemesi Multiple Remote Buffer Overflow Vulnerabilities BID www.securityfocus.com Exploit, Patch

42822 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2007-6631/mitre
https://cve.report/CVE-2007-6631/nist
https://cve.report/CVE-2007-6631/cve_org
https://cve.report/api/cve/CVE-2007-6631.json
https://cve.report/CVE-2007-6631.pdf
http://cve.report/vendor/lscube
http://cve.report/software/lscube/libnemesi
http://osvdb.org/42821
http://securityreason.com/securityalert/3513
http://aluigi.altervista.org/adv/libnemesibof-adv.txt
http://aluigi.org/poc/libnemesibof.zip
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http://www.securityfocus.com/bid/27048
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There are currently no legacy QID mappings associated with this CVE.
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