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CVE CVE-2007-6637
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-04 00:46:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in Adobe Flash Player allow remote attackers to inject arbitrary web script

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player 7.0.25 All All All


https://cve.report/
https://cve.report/CVE-2007-6637/mitre
https://cve.report/CVE-2007-6637/nist
https://cve.report/CVE-2007-6637/cve_org
https://cve.report/api/cve/CVE-2007-6637.json
https://cve.report/CVE-2007-6637.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player

Application Adobe Flash Player 7.0.63 All All All
Application Adobe Flash Player 7.0.69.0 All All All
Application Adobe Flash Player 7.0.70.0 All All All
Application Adobe Flash Player 8.0 All All All
Application Adobe Flash Player 8.0.34.0 All All All
Application Adobe Flash Player 8.0.35.0 All All All
Application Adobe Flash Player 9.0.115.0 All All All
Application Adobe Flash Player 9.0.16 All All All
Application Adobe Flash Player 9.0.18d60 All All All
Application Adobe Flash Player 9.0.20.0 All All All
Application Adobe Flash Player 9.0.28 All All All
Application Adobe Flash Player 9.0.28.0 All All All
Application Adobe Flash Player 9.0.31 All All All
Application Adobe Flash Player 9.0.31.0 All All All
Application Adobe Flash Player 9.0.45.0 All All All
Application Adobe Flash Player 9.0.47.0 All All All
Application Adobe Flash Player 9.0.48.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Adobe Flash Player SWFs in Dreamweaver and Acrobat Unspecified Cross-Site Scripting Vulnerabilities
Gentoo update for netscape-flash - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA08-100A -- Adobe Flash Updates for Multiple Vulnerabilities
SUSE update for flash-player - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Adobe Flash Player: Multiple vulnerabilities — Gentoo Linux Documentation

Adobe - Vulnerabilities in some SWF files could allow cross-site scripting

Sun Solaris update for Adobe Flash Player - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities
rhn.redhat.com | Red Hat Support

APPLE-SA-2008-05-28 Security Update 2008-003 and Mac OS X v10.5.3

Security Tracker.com Archives - Adobe Flash Content May Permit Cross-Site Scripting Attacks
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http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/27034
http://secunia.com/advisories/29865
http://www.us-cert.gov/cas/techalerts/TA08-100A.html
http://secunia.com/advisories/29763
http://www.gentoo.org/security/en/glsa/glsa-200804-21.xml
http://www.adobe.com/support/security/advisories/apsa07-06.html
http://secunia.com/advisories/30507
http://secunia.com/advisories/30430
http://www.us-cert.gov/cas/techalerts/TA08-150A.html
http://www.redhat.com/support/errata/RHSA-2008-0221.html
http://lists.apple.com/archives/security-announce/2008//May/msg00001.html
http://securitytracker.com/id?1019141

REeposIory / vvdl Reposiory

[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Adobe - Security Advisories : APSB08-11: Flash Player update available to address security vulnerabilities
sunsolve.sun.com/search/document.do
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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