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Summary

CVE CVE-2007-6697

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-01 20:00:00 UTC

Updated 2018-10-15 21:56:00 UTC

Description Buffer overflow in the LWZReadByte function in IMG_gif.c in SDL_image before 1.2.7 allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted GIF file, a similar issue to CVE-2006-4484. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sdl Sdl Image All All All All

References

Reference

Debian -- Security Information -- DSA-1493-2 sdl-image1.2

Fedora update for SDL_image - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Ubuntu update for sdl-image - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Advisories:rPSA-2008-0061 - rPath Wiki

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

vexillium

IBM X-Force Exchange

Support / Security / Advisories / / MDVSA-2008:040 | Mandriva

'SDL_Image 1.2.6 and prior GIF handling buffer overflow' - MARC

[SECURITY] Fedora 7 Update: SDL_image-1.2.5-7.fc7

Simple DirectMedia Layer

Simple DirectMedia Layer

Gentoo update for sdl-image - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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http://vexillium.org/?sec-sdlgif
https://exchange.xforce.ibmcloud.com/vulnerabilities/39865
http://www.mandriva.com/security/advisories?name=MDVSA-2008:040
http://marc.info/?l=bugtraq&m=120110205511630&w=2
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00039.html
http://www.libsdl.org/cgi/viewvc.cgi/trunk/SDL_image/IMG_gif.c?r1=2970&r2=3462
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[SECURITY] Fedora 8 Update: SDL_image-1.2.6-5.fc8

Debian update for sdl-image1.2 - Advisories - Secunia

SecurityFocus

Mandriva update for SDL_image - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SDL_image Invalid GIF File LWZ Minimum Code Size Remote Buffer Overflow Vulnerability

issues.rpath.com/browse/RPL-2206

USN-595-1: SDL_image vulnerabilities | Ubuntu

SDL_image: Two buffer overflow vulnerabilities — Gentoo Linux Documentation

rPath update for SDL_image - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SDL_image Two Buffer Overflow Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Gentoo Bug 207933 - media-libs/sdl-image-1.2.6: two Buffer overflows LWZReadByte() and IMG_LoadLBM_RW() (CVE-2007-6697, CVE-2008-0544)

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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