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CVE CVE-2007-6701
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-13 21:00:00 UTC
Updated 2017-08-08 01:29:00 UTC
Description Multiple stack-based buffer overflows in the Spooler service (nwspool.dll) in Novell Client 4.91 SP4 for Windows allow remc
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Novell Client 4.91 sp4 All All

Application Novell Client 4.91 sp4 All All

Reference Source L
Novell Client NWSPOOL.DLL Unspecified Buffer Overflow Vulnerability BID w
Novell Client 4.91 Post-SP4 NWSPOOL.DLL CONFIRM  si

SecurityTracker.com Archives - Novell Client NWSPOOL.DLL' Stack Overflow Lets Remote Users Execute Arbitrary Code SECTRACK s

Novell Client NWSPOOL.DLL Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA st
20070806 ZDI-07-045: Novell Client NWSPOOL.DLL Stack Overflow Vulnerability BUGTRAQ a
ZDI-07-045 MISC w
IBM X-Force Exchange XF e
CVE Program record CVE.ORG w
NVD vulnerability detail NVD n
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https://cve.report/
https://cve.report/CVE-2007-6701/mitre
https://cve.report/CVE-2007-6701/nist
https://cve.report/CVE-2007-6701/cve_org
https://cve.report/api/cve/CVE-2007-6701.json
https://cve.report/CVE-2007-6701.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/novell
http://cve.report/software/novell/client
http://cve.report/vendor/novell
http://cve.report/software/novell/client
http://www.securityfocus.com/bid/25092
http://support.novell.com/docs/Readmes/InfoDocument/patchbuilder/readme_5005400.html
http://securitytracker.com/id?1018471
http://secunia.com/advisories/26238
http://archives.neohapsis.com/archives/bugtraq/2007-08/0082.html
http://www.zerodayinitiative.com/advisories/ZDI-07-045.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/35653
https://www.cve.org/CVERecord?id=CVE-2007-6701
https://nvd.nist.gov/vuln/detail/CVE-2007-6701

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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