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Summary

CVE CVE-2007-6714

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-17 22:05:00 UTC

Updated 2023-11-07 02:01:00 UTC

Description DBMail before 2.2.9, when using authldap with an LDAP server that supports anonymous login such as Active Directory, allows remote attackers to bypass authentication via an empty password, which causes the LDAP bind to indicate success based on anonymous authentication.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dbmail Dbmail 2.2.6 All All All

Application Dbmail Dbmail 2.2.6 rc1 All All

Application Dbmail Dbmail 2.2.7 All All All

Application Dbmail Dbmail 2.2.7 rc1 All All

Application Dbmail Dbmail 2.2.7 rc2 All All

Application Dbmail Dbmail 2.2.7 rc3 All All

Application Dbmail Dbmail 2.2.7 rc4 All All

Application Dbmail Dbmail 2.2.8 All All All

Application Dbmail Dbmail 2.2.8 rc1 All All

Application Dbmail Dbmail 2.2.6 All All All

Application Dbmail Dbmail 2.2.6 rc1 All All

Application Dbmail Dbmail 2.2.7 All All All

Application Dbmail Dbmail 2.2.7 rc1 All All

Application Dbmail Dbmail 2.2.7 rc2 All All

Application Dbmail Dbmail 2.2.7 rc3 All All

Application Dbmail Dbmail 2.2.7 rc4 All All

Application Dbmail Dbmail 2.2.8 All All All
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Application Dbmail Dbmail 2.2.8 All All All

Application Dbmail Dbmail 2.2.8 rc1 All All

References

Reference Source Link
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Webmail- OVH VUPEN www.vupen.com

Fedora update for dbmail - Advisories - Secunia SECUNIA secunia.com

Gentoo update for dbmail - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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