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Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Bouncy-castle-crypto-package from Bouncycastle
contain the following vulnerability:

The Legion of the Bouncy Castle Java Cryptography API before
release 1.38, as used in Crypto Provider Package before 1.36, has
unknown impact and remote attack vectors related to "a
Bleichenbacher vulnerability in simple RSA CMS signatures without
signed attributes."

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 50358

bouncycastle.org :: dev-crypto :: [dev-crypto]
Bouncy Castle Crypto Provider Package
version 1.36 now available

Patch

Vendor Advisory

www.bouncycastle.org

text/html

 MLIST [dev-crypto] 20071109 Bouncy Castle Crypto
Provider Package version 1.36 now available

bouncycastle.org www.bouncycastle.org

text/html

 CONFIRM www.bouncycastle.org/releasenotes.html

All releases of Legion of the Bouncy Castle
Java Cryptography API – Freecode

freshmeat.net

text/html

 CONFIRM
freshmeat.net/projects/bouncycastlecryptoapi/releases/265580

No Description Provided www.osvdb.org  OSVDB 50359

CVE-2007-6721 has been assigned by  cve@mitre.org to track the vulnerability
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No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 50359

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 50360

The Legion of the Bouncy Castle C#
Cryptography APIs

Patch

Vendor Advisory

www.bouncycastle.org

text/html

 CONFIRM www.bouncycastle.org/csharp/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

995463 Java (Maven) Security Update for bouncycastle:bcprov-jdk14 (GHSA-m26p-m559-g5j5)

Known Affected Configurations (CPE V2.3)
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