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Summary

CVE CVE-2007-6750

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2011-12-27 18:55:00 UTC

Updated 2018-01-10 02:29:00 UTC

Description The Apache HTTP Server 1.x and 2.x allows remote attackers to cause a denial of service (daemon outage) via partial HTTP requests, as demonstrated by Slowloris, related to the lack of the mod_reqtimeout module in versions before 2.2.15.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.0 All All All

Application Apache Http Server 1.0.2 All All All

Application Apache Http Server 1.0.3 All All All

Application Apache Http Server 1.0.5 All All All

Application Apache Http Server 1.1 All All All

Application Apache Http Server 1.1.1 All All All

Application Apache Http Server 1.2 All All All

Application Apache Http Server 1.2.4 All All All

Application Apache Http Server 1.2.5 All All All

Application Apache Http Server 1.2.6 All All All

Application Apache Http Server 1.2.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.0 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.1.1 All All All

Application Apache Http Server 1.3.10 All All All

Application Apache Http Server 1.3.11 All All All
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Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.13 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.15 All All All

Application Apache Http Server 1.3.16 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.2 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.30 All All All

Application Apache Http Server 1.3.31 All All All

Application Apache Http Server 1.3.32 All All All

Application Apache Http Server 1.3.33 All All All

Application Apache Http Server 1.3.34 All All All

Application Apache Http Server 1.3.35 All All All

Application Apache Http Server 1.3.36 All All All

Application Apache Http Server 1.3.37 All All All

Application Apache Http Server 1.3.38 All All All

Application Apache Http Server 1.3.39 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.41 All All All

Application Apache Http Server 1.3.42 All All All

Application Apache Http Server 1.3.5 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.65 All All All
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Application Apache Http Server 1.3.68 All All All

Application Apache Http Server 1.3.7 All All All

Application Apache Http Server 1.3.8 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 1.4.0 All All All

Application Apache Http Server 1.99 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.32 beta All All

Application Apache Http Server 2.0.34 beta All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.56 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.0.58 All All All
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Application Apache Http Server 2.0.58 All All All

Application Apache Http Server 2.0.59 All All All

Application Apache Http Server 2.0.60 All All All

Application Apache Http Server 2.0.61 All All All

Application Apache Http Server 2.0.63 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.1.7 All All All

Application Apache Http Server 2.1.8 All All All

Application Apache Http Server 2.1.9 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All

Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server 1.0 All All All

Application Apache Http Server 1.0.2 All All All

Application Apache Http Server 1.0.3 All All All

Application Apache Http Server 1.0.5 All All All

Application Apache Http Server 1.1 All All All

Application Apache Http Server 1.1.1 All All All

Application Apache Http Server 1.2 All All All
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Application Apache Http Server 1.2.4 All All All

Application Apache Http Server 1.2.5 All All All

Application Apache Http Server 1.2.6 All All All

Application Apache Http Server 1.2.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.0 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.1.1 All All All

Application Apache Http Server 1.3.10 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.13 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.15 All All All

Application Apache Http Server 1.3.16 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.2 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.27 All All All

Application Apache Http Server 1.3.28 All All All

Application Apache Http Server 1.3.29 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.30 All All All

Application Apache Http Server 1.3.31 All All All

Application Apache Http Server 1.3.32 All All All

Application Apache Http Server 1.3.33 All All All

Application Apache Http Server 1.3.34 All All All

Application Apache Http Server 1.3.35 All All All
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Application Apache Http Server 1.3.36 All All All

Application Apache Http Server 1.3.37 All All All

Application Apache Http Server 1.3.38 All All All

Application Apache Http Server 1.3.39 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.41 All All All

Application Apache Http Server 1.3.42 All All All

Application Apache Http Server 1.3.5 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.65 All All All

Application Apache Http Server 1.3.68 All All All

Application Apache Http Server 1.3.7 All All All

Application Apache Http Server 1.3.8 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 1.4.0 All All All

Application Apache Http Server 1.99 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.32 beta All All

Application Apache Http Server 2.0.34 beta All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All
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Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.56 All All All

Application Apache Http Server 2.0.57 All All All

Application Apache Http Server 2.0.58 All All All

Application Apache Http Server 2.0.59 All All All

Application Apache Http Server 2.0.60 All All All

Application Apache Http Server 2.0.61 All All All

Application Apache Http Server 2.0.63 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.1.7 All All All

Application Apache Http Server 2.1.8 All All All

Application Apache Http Server 2.1.9 All All All

Application Apache Http Server 2.2 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.1 All All All

Application Apache Http Server 2.2.10 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.4 All All All
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Application Apache Http Server 2.2.6 All All All

Application Apache Http Server 2.2.8 All All All

Application Apache Http Server 2.2.9 All All All

Application Apache Http Server All All All All

References

Reference Source

'[security bulletin] HPSBUX02866 SSRT101139 rev.1 - HP-UX Running Apache, Remote Denial of Service (D' - MARC HP

IBM X-Force Exchange XF

Repository / Oval Repository OVAL

Apple macOS Server Bugs Let Remote Users Den Service and Determine Valid Usernames on the Target System - SecurityTracker SECTRACK

Slowloris HTTP DoS MISC

Apache And Microsoft IIS Range Denial of Service Vulnerability BID

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ

Document Display | HPE Support Center CONFIRM

[security-announce] SUSE-SU-2012:0323-1: important: Security update for SUSE

Document Display | HPE Support Center CONFIRM

[security-announce] openSUSE-SU-2012:0314-1: important: apache2: fixed v SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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