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Summary

CVE CVE-2007-6753

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-28 19:55:00 UTC

Updated 2016-11-28 19:06:00 UTC

Description Untrusted search path vulnerability in Shell32.dll in Microsoft Windows 2000, Windows XP, Windows Vista, Windows Server 2008, and Windows 7, when using an environment configured with a string such as %APPDATA% or %PROGRAMFILES% in a certain way, allows local users to gain privileges via a Trojan horse DLL under the current working directory, as demonstrated by iTunes and Safari.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows 7 All All All All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All

References

Reference Source Link

Microsoft Windows Environment Variable Expansion in PATH Security Bypass Weakness BID www.securityfocus.com

Microsoft Windows Environment Variable Expansion Library Loading Vulnerability - Advisories - Community SECUNIA secunia.com

ACROS Security Blog: Breaking The SetDllDirectory Protection Against Binary Planting MISC blog.acrossecurity.com

Environment Variable May Not Expand %APPDATA% to the Application Folder MSKB support.microsoft.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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