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Summary

CVE CVE-2007-6755

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2013-10-11 22:55:00 UTC

Updated 2022-11-01 14:44:00 UTC

Description The NIST SP 800-90A default statement of the Dual Elliptic Curve Deterministic Random Bit Generation (Dual_EC_DRBG) algorithm contains point Q constants with a possible relationship to certain "skeleton key" values, which might allow context-dependent attackers to defeat cryptographic protection mechanisms by leveraging knowledge of those values. 

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Bsafe Crypto-c-micro-edition All All All All

Application Dell Bsafe Crypto-j 5.0 All All All

Application Dell Bsafe Crypto-j 5.0.1 All All All

Application Dell Bsafe Crypto-j All All All All

Application Dell Bsafe Crypto-j Jsafe And Jce 5.0 All All All

Application Dell Bsafe Crypto-j Jsafe And Jce 5.0.1 All All All

Application Rsa Bsafe Crypto-c Me 3.0 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.1 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.14 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.15 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.16 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.19 All All All

Application Rsa Bsafe Crypto-c Me 3.0 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.1 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.14 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.15 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.16 All All All
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Application Rsa Bsafe Crypto-c Me 3.0.0.16 All All All

Application Rsa Bsafe Crypto-c Me 3.0.0.19 All All All

Application Rsa Bsafe Crypto-c Me All All All All

Application Rsa Bsafe Crypto-c Me Mfp Psos 3.0.0.1 All All All

Application Rsa Bsafe Crypto-c Me Mfp Psos 3.0.0.1 All All All

Application Rsa Bsafe Crypto-c Me Mfp Psos All All All All

Application Rsa Bsafe Crypto-c Me Mfp Vxworks All All All All

Application Rsa Bsafe Crypto-j All All All All

Application Rsa Bsafe Crypto-j Jsafe And Jce 5.0 All All All

Application Rsa Bsafe Crypto-j Jsafe And Jce 5.0.1 All All All

Application Rsa Bsafe Crypto-j Jsafe And Jce 5.0 All All All

Application Rsa Bsafe Crypto-j Jsafe And Jce 5.0.1 All All All

Application Rsa Bsafe Crypto-j Jsafe And Jce All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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