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Summary

CVE CVE-2008-0002

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-12 01:00:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Apache Tomcat 6.0.0 through 6.0.15 processes parameters in the context of the wrong request when an exception occurs during parameter processing, which might allow remote attackers to obtain sensitive information, as demonstrated by disconnecting during this processing in order to trigger the exception.

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 6.0.10 All All All

Application Apache Tomcat 6.0.11 All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

None
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Application Apache Tomcat 6.0.11 All All All

Application Apache Tomcat 6.0.12 All All All

Application Apache Tomcat 6.0.13 All All All

Application Apache Tomcat 6.0.14 All All All

Application Apache Tomcat 6.0.15 All All All

Application Apache Tomcat 6.0.5 All All All

Application Apache Tomcat 6.0.6 All All All

Application Apache Tomcat 6.0.7 All All All

Application Apache Tomcat 6.0.8 All All All

Application Apache Tomcat 6.0.9 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Apache Tomcat Exception Handling Information Disclosure - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Fedora update for tomcat5 - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

VMware Products Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 7 Update: tomcat5-5.5.26-1jpp.2.fc7 af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

Tomcat: Multiple vulnerabilities — Gentoo Linux Documentation af854a3a-2127-422b-91ae-364da2661108

Apache Tomcat Parameter Processing Remote Information Disclosure Vulnerability af854a3a-2127-422b-91ae-364da2661108

Gentoo update for tomcat - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

[SECURITY] Fedora 8 Update: tomcat5-5.5.26-1jpp.2.fc8 af854a3a-2127-422b-91ae-364da2661108

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:004 af854a3a-2127-422b-91ae-364da2661108

SecurityReason - Tomcat information disclosure vulnerability af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

About Security Update 2008-007 af854a3a-2127-422b-91ae-364da2661108

Apache Tomcat® - Apache Tomcat 6 vulnerabilities af854a3a-2127-422b-91ae-364da2661108

About Secunia Research | Flexera af854a3a-2127-422b-91ae-364da2661108

VMSA-2009-0016.1 af854a3a-2127-422b-91ae-364da2661108

APPLE-SA-2008-10-09 Security Update 2008-007 af854a3a-2127-422b-91ae-364da2661108

http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.vupen.com/english/advisories/2009/3316
http://secunia.com/advisories/28834
http://secunia.com/advisories/28915
http://secunia.com/advisories/37460
http://secunia.com/advisories/32222
http://www.vupen.com/english/advisories/2008/2780
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00315.html
http://www.securityfocus.com/archive/1/487812/100/0/threaded
http://security.gentoo.org/glsa/glsa-200804-10.xml
http://www.securityfocus.com/bid/27703
http://secunia.com/advisories/29711
https://www.redhat.com/archives/fedora-package-announce/2008-February/msg00460.html
http://lists.opensuse.org/opensuse-security-announce/2009-02/msg00002.html
http://securityreason.com/securityalert/3638
http://www.securityfocus.com/archive/1/507985/100/0/threaded
http://support.apple.com/kb/HT3216
http://tomcat.apache.org/security-6.html
http://secunia.com/advisories/57126
http://www.vmware.com/security/advisories/VMSA-2009-0016.html


APPLE-SA-2008-10-09 Security Update 2008-007 af854a3a-2127-422b-91ae-364da2661108

'[security bulletin] HPSBST02955 rev.1 - HP XP P9000 Performance Advisor Software, 3rd party Software' - MARC af854a3a-2127-422b-91ae-364da2661108

Webmail - OVH af854a3a-2127-422b-91ae-364da2661108

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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