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CVE CVE-2008-0003
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-08 20:46:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Stack-based buffer overflow in the PAMBasicAuthenticator::PAMCallback function in OpenPegasus CIM management serv

/ ]

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov
AV:N/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openpegasus Management Server 2.6.1 All All All


https://cve.report/
https://cve.report/CVE-2008-0003/mitre
https://cve.report/CVE-2008-0003/nist
https://cve.report/CVE-2008-0003/cve_org
https://cve.report/api/cve/CVE-2008-0003.json
https://cve.report/CVE-2008-0003.pdf
http://cve.report/vendor/openpegasus
http://cve.report/software/openpegasus/management_server

Operating System Redhat Enterprise Linux 4.0 All as All
Operating System Redhat Enterprise Linux 4.0 All es All
Operating System Redhat Enterprise Linux 4.0 All ws All
Operating System Redhat Enterprise Linux 45z All as All
Operating System Redhat Enterprise Linux 45z All es All
Operating System Redhat Enterprise Linux Desktop 4.0 All All All
Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp af854a3a
[VIM] vuldb confusion between OpenPegasus issues af854a3a
IBM AIX Pegasus CIM Server for Director Vulnerabilities - Advisories - Secunia af854a3a
Webmail - OVH af854a3a
rhn.redhat.com | Red Hat Support af854a3a
Bug 426578 — CVE-2008-0003 tog-pegasus pam authentication buffer overflow af854a3a
IBM X-Force Exchange af854a3a
Webmail - OVH af854a3a
OpenPegasus WBEM CIM Management Server 'PAMBasicAuthenticatorUnix.cpp' Buffer Overflow Vulnerability af854a3a
SecurityFocus af854a3a
Red Hat update for tog-pegasus - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a
Repository / Oval Repository af854a3a
www14.software.ibm.com/webapp/set2/subscriptions/pgvemijd af854a3a
HP-UX WBEM Services OpenPegasus PAM Module Buffer Overflows - Advisories - Secunia af854a3a
osvdb.org/40082 af854a3a
Fedora update for tog-pegasus - Advisories - Secunia af854a3a
VMware ESX Server Multiple Security Updates - Advisories - Secunia af854a3a
[SECURITY] Fedora 7 Update: tog-pegasus-2.6.0-3.fc7 af854a3a
Webmail - OVH af854a3a
[SECURITY] Fedora 8 Update: tog-pegasus-2.6.1-3.fc8 af854a3a
[Security-announce] VMSA-2008-0007 Moderate Updated Service Console packages pcre, net-snmp, and OpenPegasus af854a3a
Webmail - OVH af854a3a



http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01438409
http://www.attrition.org/pipermail/vim/2008-January/001879.html
http://secunia.com/advisories/29056
http://www.vupen.com/english/advisories/2008/0638
http://www.redhat.com/support/errata/RHSA-2008-0002.html
https://bugzilla.redhat.com/show_bug.cgi?id=426578
https://exchange.xforce.ibmcloud.com/vulnerabilities/39527
http://www.vupen.com/english/advisories/2008/1391/references
http://www.securityfocus.com/bid/27172
http://www.securityfocus.com/archive/1/490917/100/0/threaded
http://secunia.com/advisories/28338
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10282
http://www14.software.ibm.com/webapp/set2/subscriptions/pqvcmjd?mode=18&ID=4129
http://secunia.com/advisories/29986
http://osvdb.org/40082
http://secunia.com/advisories/28462
http://secunia.com/advisories/29785
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00424.html
http://www.vupen.com/english/advisories/2008/0063
https://www.redhat.com/archives/fedora-package-announce/2008-January/msg00480.html
http://lists.vmware.com/pipermail/security-announce/2008/000014.html
http://www.vupen.com/english/advisories/2008/1234/references
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OpenPegasus Management Server PAM Authentication 'cimservera.cpp' Buffer Overflow Vulnerability af854a3a
CVE Program record CVE.ORC
NVD vulnerability detail NVD

4] | 1!

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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