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Summary

CVE CVE-2008-0038

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-02-12 20:00:00 UTC

Updated 2011-03-08 03:03:00 UTC

Description Launch Services in Apple Mac OS X 10.5 through 10.5.1 allows an uninstalled application to be launched if it is in a Time Machine backup, which might allow local users to bypass intended security restrictions or exploit vulnerabilities in the application.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.5 All All All

Operating System Apple Mac Os X 10.5.1 All All All

Operating System Apple Mac Os X 10.5 All All All

Operating System Apple Mac Os X 10.5.1 All All All

References

Reference Source

About the security content of Mac OS X 10.5.2 and Security Update 2008-001 CONFIRM

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityTracker.com Archives - Mac OS X Time Machine Backup Lets Local Users Execute Deleted Applications SECTRACK

APPLE-SA-2008-02-11 Mac OS X v10.5.2 and Security Update 2008-001 APPLE

Apple Mac OS X v10.5.2 2008-001 Multiple Security Vulnerabilities BID

Webmail - OVH VUPEN

US-CERT Technical Cyber Security Alert TA08-043B -- Apple Updates for Multiple Vulnerabilities CERT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2008-0038/mitre
https://cve.report/CVE-2008-0038/nist
https://cve.report/CVE-2008-0038/cve_org
https://cve.report/api/cve/CVE-2008-0038.json
https://cve.report/CVE-2008-0038.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://docs.info.apple.com/article.html?artnum=307430
http://secunia.com/advisories/28891
http://www.securitytracker.com/id?1019360
http://lists.apple.com/archives/security-announce/2008/Feb/msg00002.html
http://www.securityfocus.com/bid/27736
http://www.vupen.com/english/advisories/2008/0495/references
http://www.us-cert.gov/cas/techalerts/TA08-043B.html
https://www.cve.org/CVERecord?id=CVE-2008-0038
https://nvd.nist.gov/vuln/detail/CVE-2008-0038


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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