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Summary

CVE CVE-2008-0061

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-01-03 22:46:00 UTC

Updated 2011-03-08 03:03:00 UTC

Description MaraDNS 1.0 before 1.0.41, 1.2 before 1.2.12.08, and 1.3 before 1.3.07.04 allows remote attackers to cause a denial of service via a crafted DNS packet that prevents an authoritative name (CNAME) record from resolving, aka "improper rotation of resource records."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Maradns Maradns 1.0.00 All All All

Application Maradns Maradns 1.0.01 All All All

Application Maradns Maradns 1.0.02 All All All

Application Maradns Maradns 1.0.03 All All All

Application Maradns Maradns 1.0.04 All All All

Application Maradns Maradns 1.0.05 All All All

Application Maradns Maradns 1.0.06 All All All

Application Maradns Maradns 1.0.07 All All All

Application Maradns Maradns 1.0.08 All All All

Application Maradns Maradns 1.0.09 All All All

Application Maradns Maradns 1.0.10 All All All

Application Maradns Maradns 1.0.11 All All All

Application Maradns Maradns 1.0.12 All All All

Application Maradns Maradns 1.0.13 All All All

Application Maradns Maradns 1.0.14 All All All

Application Maradns Maradns 1.0.15 All All All

Application Maradns Maradns 1.0.16 All All All

https://cve.report/
https://cve.report/CVE-2008-0061/mitre
https://cve.report/CVE-2008-0061/nist
https://cve.report/CVE-2008-0061/cve_org
https://cve.report/CVE-2008-0061.pdf
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns
http://cve.report/vendor/maradns
http://cve.report/software/maradns/maradns


Application Maradns Maradns 1.0.16 All All All

Application Maradns Maradns 1.0.17 All All All

Application Maradns Maradns 1.0.18 All All All

Application Maradns Maradns 1.0.19 All All All

Application Maradns Maradns 1.0.20 All All All

Application Maradns Maradns 1.0.21 All All All

Application Maradns Maradns 1.0.22 All All All

Application Maradns Maradns 1.0.23 All All All

Application Maradns Maradns 1.0.24 All All All

Application Maradns Maradns 1.0.25 All All All

Application Maradns Maradns 1.0.26 All All All

Application Maradns Maradns 1.0.27 All All All

Application Maradns Maradns 1.0.28 All All All

Application Maradns Maradns 1.0.29 All All All

Application Maradns Maradns 1.0.30 All All All

Application Maradns Maradns 1.0.31 All All All

Application Maradns Maradns 1.0.32 All All All

Application Maradns Maradns 1.0.33 All All All

Application Maradns Maradns 1.0.34 All All All

Application Maradns Maradns 1.0.35 All All All

Application Maradns Maradns 1.0.36 All All All

Application Maradns Maradns 1.0.37 All All All

Application Maradns Maradns 1.0.38 All All All

Application Maradns Maradns 1.0.39 All All All

Application Maradns Maradns 1.2.12.01 All All All

Application Maradns Maradns 1.2.12.02 All All All

Application Maradns Maradns 1.2.12.03 All All All

Application Maradns Maradns 1.2.12.04 All All All

Application Maradns Maradns 1.2.12.05 All All All

Application Maradns Maradns 1.2.12.06 All All All

Application Maradns Maradns 1.2.12.07 All All All

Application Maradns Maradns 1.3.01 All All All

Application Maradns Maradns 1.3.02 All All All

Application Maradns Maradns 1.3.03 All All All

Application Maradns Maradns 1.3.04 All All All

Application Maradns Maradns 1.3.05 All All All
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Application Maradns Maradns 1.3.06 All All All

Application Maradns Maradns 1.3.07 All All All

Application Maradns Maradns 1.3.07.01 All All All

Application Maradns Maradns 1.3.07.02 All All All

Application Maradns Maradns 1.3.07.03 All All All

Application Maradns Maradns 1.0.00 All All All

Application Maradns Maradns 1.0.01 All All All

Application Maradns Maradns 1.0.02 All All All

Application Maradns Maradns 1.0.03 All All All

Application Maradns Maradns 1.0.04 All All All

Application Maradns Maradns 1.0.05 All All All

Application Maradns Maradns 1.0.06 All All All

Application Maradns Maradns 1.0.07 All All All

Application Maradns Maradns 1.0.08 All All All

Application Maradns Maradns 1.0.09 All All All

Application Maradns Maradns 1.0.10 All All All

Application Maradns Maradns 1.0.11 All All All

Application Maradns Maradns 1.0.12 All All All

Application Maradns Maradns 1.0.13 All All All

Application Maradns Maradns 1.0.14 All All All

Application Maradns Maradns 1.0.15 All All All

Application Maradns Maradns 1.0.16 All All All

Application Maradns Maradns 1.0.17 All All All

Application Maradns Maradns 1.0.18 All All All

Application Maradns Maradns 1.0.19 All All All

Application Maradns Maradns 1.0.20 All All All

Application Maradns Maradns 1.0.21 All All All

Application Maradns Maradns 1.0.22 All All All

Application Maradns Maradns 1.0.23 All All All

Application Maradns Maradns 1.0.24 All All All

Application Maradns Maradns 1.0.25 All All All

Application Maradns Maradns 1.0.26 All All All

Application Maradns Maradns 1.0.27 All All All

Application Maradns Maradns 1.0.28 All All All

Application Maradns Maradns 1.0.29 All All All

Application Maradns Maradns 1.0.30 All All All
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Application Maradns Maradns 1.0.30 All All All

Application Maradns Maradns 1.0.31 All All All

Application Maradns Maradns 1.0.32 All All All

Application Maradns Maradns 1.0.33 All All All

Application Maradns Maradns 1.0.34 All All All

Application Maradns Maradns 1.0.35 All All All

Application Maradns Maradns 1.0.36 All All All

Application Maradns Maradns 1.0.37 All All All

Application Maradns Maradns 1.0.38 All All All

Application Maradns Maradns 1.0.39 All All All

Application Maradns Maradns 1.2.12.01 All All All

Application Maradns Maradns 1.2.12.02 All All All

Application Maradns Maradns 1.2.12.03 All All All

Application Maradns Maradns 1.2.12.04 All All All

Application Maradns Maradns 1.2.12.05 All All All

Application Maradns Maradns 1.2.12.06 All All All

Application Maradns Maradns 1.2.12.07 All All All

Application Maradns Maradns 1.3.01 All All All

Application Maradns Maradns 1.3.02 All All All

Application Maradns Maradns 1.3.03 All All All

Application Maradns Maradns 1.3.04 All All All

Application Maradns Maradns 1.3.05 All All All

Application Maradns Maradns 1.3.06 All All All

Application Maradns Maradns 1.3.07 All All All

Application Maradns Maradns 1.3.07.01 All All All

Application Maradns Maradns 1.3.07.02 All All All

Application Maradns Maradns 1.3.07.03 All All All

References

Reference Source

Gentoo Bug 204351 - net-dns/maradns < 1.2.12.09 CNAME Remote DoS (CVE-2008-0061) CONFIRM

Webmail | OVH- OVH VUPEN

Gentoo update for maradns - Advisories - Secunia SECUNIA

MaraDNS - a small open-source DNS server CONFIRM

MaraDNS: MaraDNS update: All versions CONFIRM

Debian update for maradns - Advisories - Secunia SECUNIA
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MaraDNS Malformed Packet Remote Denial of Service Vulnerability BID

Debian -- Security Information -- DSA-1445-1 maradns DEBIAN

MaraDNS CNAME Record Resource Rotation Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

MaraDNS: CNAME Denial of Service — Gentoo Linux Documentation GENTOO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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