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CVE CVE-2008-0071
State PUBLISHED
Assigner flexera

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-06-16 18:41:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The Web Ul interface in (1) BitTorrent before 6.0.3 build 8642 and (2) uTorrent before 1.8beta build 10524 allows remote al

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bittorrent Bittorrent 3.9.1 All All All


https://cve.report/
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https://cve.report/api/cve/CVE-2008-0071.json
https://cve.report/CVE-2008-0071.pdf
http://cve.report/vendor/bittorrent
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Application Utorrent Utorrent 1.21 All All All
Application Utorrent Utorrent 1.2.2 All All All
Application Utorrent Utorrent 1.3 All All All
Application Utorrent Utorrent 1.4 All All All
Application Utorrent Utorrent 1.4.2 All All All
Application Utorrent Utorrent 1.5 All All All
Application Utorrent Utorrent 1.6 All All All
Application Utorrent Utorrent 1.7 All All All
Application Utorrent Utorrent 1.7.1 All All All
Application Utorrent Utorrent 1.7.2 All All All
Application Utorrent Utorrent 1.7.3 All All All
Application Utorrent Utorrent 1.7.4 All All All
Application Utorrent Utorrent 1.7.5 All All All
Application Utorrent Utorrent 1.7.6 All All All
Application Utorrent Utorrent All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Sour

uTorrent Web Ul Malformed HTTP "Range" Header Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com af85¢

SecurityReason - uTorrent / BitTorrent Web Ul HTTP "Range" Header DoS af85¢
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af85¢
SecurityFocus af85¢
uTorrent / BitTorrent Web Ul HTTP "Range" Header DoS - Secunia Research - Secunia af85¢
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af85¢
BitTorrent Web User Interface Can Be Crashed By Remote Users - SecurityTracker af85¢
SecurityTracker.com Archives - uTorrent Web User Interface Can Be Crashed By Remote Users af85¢
uTorrent and BitTorrent HTTP 'Range' Header Remote Denial of Service Vulnerability af85¢

BitTorrent Web Ul Malformed HTTP "Range" Header Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com  af85¢

uTorrent (uTorrent) / BitTorrent WeblU HTTP 1.7.7/6.0.1 - Range header Denial of Service - Windows dos Exploit af85¢
CVE Program record CVE.
NVD vulnerability detail NVD
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http://cve.report/software/na/n/a
http://secunia.com/advisories/28703
http://securityreason.com/securityalert/3943
http://www.vupen.com/english/advisories/2008/1808
http://www.securityfocus.com/archive/1/493269/100/0/threaded
http://secunia.com/secunia_research/2008-7/advisory/
http://www.vupen.com/english/advisories/2008/1809
http://www.securitytracker.com/id?1020265
http://securitytracker.com/id?1020266
http://www.securityfocus.com/bid/29661
http://secunia.com/advisories/30605
https://www.exploit-db.com/exploits/5918
https://www.cve.org/CVERecord?id=CVE-2008-0071
https://nvd.nist.gov/vuln/detail/CVE-2008-0071

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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